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1. Introduction

The DARPA funded DEFCN project at USC's Information Sciences Institute has developed an
access control framework that is sensitive to network threat conditions. Project members
developed the Generic Authorization and Access control Application Programming Interface
(GAA-API), a middle-ware API for generic authorization and access-control, and have
integrated this framework with intrusion detection and response systems. Access policies
evaluated by the GAA-API can be conditioned upon network threat conditions communicated
by intrusion detection systems, and they also adapt to changes in information sharing policies
prompted by the formation of dynamic coalitions. The GAA-API allows the generation of audit
records at the control points in applications. The level of detail of the audit records generated is
dependent upon the network threat condition and on the authentication characteristics of a
request.

Some security countermeasures are too costly to apply all the time. A system's security and
access control mechanisms must adapt to varying threat conditions in order to adequately
respond to attacks while imposing minimal hindrance to legitimate users. For example, when a
threat is detected, servers should modify logging behavior to record additional detail and
forward the detail to a central server for analysis. In addition, one might want to adapt policies
in a crisis situation to allow greater sharing of data, but in a controlled manner. This way,
coalition members from different agencies or governments can share data more readily, once a
coalition is formed, without having to "turn off" security as might otherwise happen if sharing
was needed and turning off security was the only way to allow it. Other countermeasures, like
market-based methods for resource allocation, should be enabled when needed to thwart denial
of service attacks but disabled during normal operation.

Higher level software must adapt its behavior in response to a perceived threat in order to
enable fine-grained response to an attack scenario, while ensuring that responses are
comprehensive enough to protect against attacks that originate from multiple points. This
support must be placed in servers, at the application level, because often only the servers
themselves have knowledge of the operations that are requested or of the objects to be
manipulated by the request. ISI's research focused on the application level response to attacks,
and provided a mechanism through which application responses were coordinated on a
system-wide basis.

For a system-wide response to occur across servers, the servers must implement an access
control system that can adapt to threat conditions. Because this kind of adaptation is not of
particular concern to application developers, who are rightfully more concerned with the
routine operation of their servers, these features were embedded within an access control
system that provided benefit to the application developer.

The technical part of this report is structured as follows. The introduction provided a high-level
overview of the goals and accomplishment of the DEFCN effort. Section 2 describes the
products and development activities that were performed under the project. Section 3 describes



the activities of the effort by quarter. Brief reports of the meetings and conferences attended are
included chronologically in section 4.

Greater details regarding the results of the DEFCN effort are found in the publications that are
listed in sections 5 and 6 and appear in their entirety in the appendix. In particular, the paper
"Dynamic Authorization and Intrusion Response in Distributed Systems," from the Proceedings
of the 3rd DARPA Information Survivability Conference and Exposition, provides a good
overview of the results of the DEFCN effort.

Section 7 lists the personel associated with the project and degrees awarded to students whose
work was funded under the DEFCN effort.

2. Product and Development Activities

Greater detail about the development activities described in this section may be found in section
3, and in the papers listed in sections 5 and 6, with copies of the papers in appendix A. The
latest code distributions resulting from the DEFCN effort may be dowloaded from:

http:/ / gost.isi.edu/ projects/defcn/ or http://defcn.sysproject.info

The software developed and extended by the Global Operating Systems Technologies (GOST)
project includes the following:

2.1. GAA-API (Generic Authorization & Access-control Application Programming Interface)

Applications invoke GAA-API functions to check authorization against an authorization model.
The API functions obtain policies from local files, distributed authorization servers, and from
credentials provided by the user. The functions combine local and distributed authorization
information under a single API based on the requirements of the application and applicable
policies, and request credentials if necessary.

A module is provided to support a simple policy language called Extended Access Control Lists
(EACL) that is designed to describe user-level authorization policy. The GAA-API provides a
general-purpose execution environment in which EACLs are evaluated. EACL is one of the
possible policy languages supported by the GAA-APIL The underlying architecture of the GAA-
API allows different policy languages to co-exist in one execution environment.

2.2. GAA-API integrated Apache web server

The GAA-API was integrated with Apache web server versions 1.3 and 2.0.4. Integration with
the GAA-API provided the following additional capabilities beyond those provided by the
Apache without GAA-API integration:



1. Flexible, adaptive and fine grained access control - Apache supports only limited
identity and host based policies that deny/allow access to protected resources. The
policies supported by the GAA-API allow security administrators to control not only
which users or groups and from which locations are allowed access, but also support
other conditions, including time, location, system load, and system threat level.
Furthermore, the GAA-Apache supports adaptive security policies, which respond to
attacks by modifying security measures automatically. For example, policies can be
specified that enable restricting access to local users only or requesting extra credentials.

2. Fine grained audit and notification capabilities - Besides making decisions of whether
a request is accepted or rejected, the GAA-API libraries provide routines that can
execute certain actions, such as logging information, notifying the administrator, etc.
Furthermore, the GAA-API supports fine-tuning of the notification and audit services
that helps to increase the quality and reduce the volume of generated data and alerts.

3. Application level intrusion/misuse detection and response capability - Apache access
control mechanisms were not designed to aid the detection of threats or to adjust their
behavior based on perceived threat conditions. The GAA-Apache supports for policies
that assist in detecting and responding to application level intrusions and adapt to
perceived system threat conditions. For example, the system can reject or modify the
requests that violate security policy (e.g., request encapsulates dangerous characters).

4. Flexible policy composition framework that relates separately defined policies - The
GAA-Apache supports system wide and local policies. The composed policy is
constructed by merging the system wide and local policies. This separation of policies
allows for flexible and efficient policy management and also enables coordination of
policy across multiple applications.

2.3. GAA-API integrated SSH (Secure Shell server)

The GAA-API was integrated with the SSH server. The GAA-API reads policy information
from the target users ".ssh" directory and applies those policies to determine whether remote
login is allowed to a particular account. The changes made to integrate the GAA-API with
SSH has been included in the GAA reference implementation illustrative application on how to
use the GAA-API from an application.

2.4. GAA-API integrated IPSec (FreeSWAN)

The GAA-API was integrated with the FreeS/WAN IPsec version 1.91. Integration with the
GAA-API provided the following additional capabilities beyond those provided by the IPsec
without GAA-API integration:



« replaced hard coded parameter selection for the Security Association (SA) negotiation
with fine-grained controls over the parameters;

« added time and location based controls;
« added connection duration controls.

It also enables the GAA-IPsec to support dynamic policies that adapt to current system threat
condition. For example, policies can be specified to:

« require stronger authentication and/or encryption methods (SA parameters) when system
is under attack;

« deny connections to less trusted IP addresses;

« control the number and duration of the IPsec connection when the system is under
ongoing or suspected DoS attack.

2.5. GAA-API integrated SOCKSS5 (proxy server)

The GAA-API was integrated with the Socks5 version 1.0r11 Integration with the GAA-API
provided the following additional capability beyond the one provided by the application
without GAA-API integration: checking for source and destination IP addresses and other
conditions such as time, system threat level, secondary proxy IP adddress, content of URL, and
authentication information. The GAA-API can also inspect the request frequency to limit the
consumption of each user and protect the system from potential DoS attacks. In addition, the
GAA-API can also be used to perform dynamic logging, notification, and the coodination
between other applications such as firewall. These changes enable coordination of policy with
other applications. It also enables the SOCKS 5 to support dynamic policies that adapt to
system threat level. For example, policies can be specified to disable or block outgoing traffic as
the system threat level escalates.

2.6. Trust Builder integrated GAA-API

The GAA-API was integrated with the TrustBuilder system. The GAA-API neither supports
trust negotiation nor protection of sensitive policies. The TrustBuilder regulates when and how
sensitive information is disclosed to other parties; however, the system lacks fine-grained
adaptive policies. This combination extends the capabilities of each system. In particular, the
GAA-API/TrustBuilder integration allows us to do the following:

+ detect and thwart certain attacks on electronic business transactions (e.g., some types of
DoS and sensitive information leaks);



« support cost effective trust negotiation, such that TrustBuilder is invoked only when
negotiation is required by access control policies;

« dynamically adapt information disclosure and resource access policies according
suspicion level and general system threat level.

3. Publications in Technical Journals

« "Integrated Access Control and Intrusion Detection for Web Servers" Tatyana Ryutov,
Clifford Neuman, Dongho Kim and Li Zhou. IEEE Transactions on Parallel and
Distributed Systems, Vol. 14, No. 9, September 2003.

4. Papers Presented at Meetings, Conferences, Seminars, etc.

« "Integrated Access Control and Intrusion Detection for Web Servers," Tatyana Ryutov,
Clifford Neuman, Dongho Kim and Li Zhou. In Proceedings of the 23rd International
Conference on Distributed Computing Systems (ICDCS 2003), Providence, Rhode Island,
May 2003.

« "Dynamic Authorization and Intrusion Response in Distributed Systems," Tatyana
Ryutov, Clifford Neuman, and Dongho Kim. In Proceedings of the 3rd DARPA
Information Survivability Conference and Exposition (DISCEX III), Washington, D.C.
April 22-24, 2003.

« "The Specification and Enforcement of Advanced Security Policies," Tatyana Ryutov,
Clifford Neuman. In Proceedings of the Conference on Policies for Distributed Systems
and Networks (POLICY 2002), June 5-7, 2002, in Monterey, California.

o "The Set and Function Approach to Modeling Authorization in Distributed Systems,"
Tatyana Ryutov, Clifford Neuman. In Proceedings of the Workshop on Mathematical
Methods and Models and Architecture for Computer Networks Security, May 2001, St.
Petersburg, Russia.

« "Representation and Evaluation of Security Policies for Distributed System Services,"
Tatyana Ryutov, Clifford Neuman. In Proceedings of the DARPA Information
Survivability Conference & Exposition, January 2000. Hilton Head, South Carolina.



5. Personnel

« B. Clifford Neuman - Senior Research Scientist and Associate Division Director
« Ho Suk Chung - Graduate Research Assistant
« Dongho Kim - Computer Scientist

Ph.D. in Computer Science, University of Southern California, 2001
Thesis: Reconstructing Interconnections on Disconnected Mobile Hosts

Tatyana Ryutov - Computer Scientist
Ph.D. in Computer Science, University of Southern California,
August 2002
Thesis: Control-driven Authorization Model for Distributed
System Services

o Li Zhou - Graduate Research Assistant

« Arnold Diaz - Project Support

6. New Discoveries, inventions, or patent disclosures

No patents were filed for as the result of the research in the DEFCN effort. In the interest of
promoting the dissemination of the important ideas resulting from this research, results were
published and such prior publication precludes the patenting of such results.
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Appendix A:

Integrated Access Control and
Intrusion Detection for Web Servers

Tatyana Ryutov, Clifford Neuman, Senior Member, IEEE, Dongho Kim, Member, IEEE, and Li Zhou

Abstract—Current intrusion detection systems work in isolation from access control for the application the systems aim to protect. The
lack of coordination and interoperation between these components prevents detecting and responding to ongoing attacks in real-time
before they cause damage. To address this, we apply dynamic authorization techniques to support fine-grained access control and
application level intrusion detection and response capabilities. This paper describes our experience with integration of the Generic

Authorization and Access Control APl (GAA-API) to provide dynamic intrusion detection and response for the Apache Web server. The
GAA-API is a generic interface which may be used to enable such dynamic authorization and intrusion response capabilities for many

applications.

Index Terms—Access control, authorization, security policy, intrusion detection, Apache Web server.

1 INTRODUCTION AND MOTIVATION

WEB servers continue to be attractive targets for attackers
seeking to steal or destroy data, deny user access, or
embarrass organizations by changing Web site contents. The
Web servers are an easy target for outside intruders because
the servers must be publicly available around the clock. In
order to penetrate their targets, attackers may exploit well-
known service vulnerabilities. A Web server can be subverted
through vulnerable CGI scripts, which may be exploited by
metacharacters or buffer overflow attacks. These vulnerabil-
ities may be related to the default installation of the server, or
may be introduced by careless writing of custom scripts.

Web servers are also popular targets for Denial of Service
(DoS) attacks. An attacker sends a stream of connection
requests to a server in an attempt to crash or slow down the
service. Launching a DoS attack against a Web server can be
accomplished in many ways, including ill-formed HTTP
requests (e.g., alarge number of HTTP headers). As the server
tries to process such requests, it slows down and becomes
unable to process other requests. In addition, Web servers
exhibit susceptibility to password guessing attacks.

To address these risks, Web servers require increased
security protection. Effective system security starts with
security policies that are supported by an access control
mechanism. The access control policy to be enforced should
depend on the current state of the system (e.g., time of day,
system load, or system threat level). More restrictive
organizational policies may be enforced after hours when
the system is busy or if suspicious activity has been
detected.

Unfortunately, many Web servers (e.g., Apache and IIS)
support only limited identity and host-based policies that
deny/allow access to protected resources. The policies are
checked only when an access request is received to
determine whether the request should be permitted or

o The authors are with USC Information Sciences Institute, 4676 Admiralty
Way, Suite 1001, Marina del Rey, CA 90292.
E-mail: {tryutov, ben, dongho, zhou |@isi.edu.

Manuscript received 24 Feb. 2003; accepted 15 May 2003.
For information on obtaining reprints of this article, please send e-mail to:
tpds@computer.org, and reference IEEECS Log Number 118642.
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forbidden. These policies do not support observing and
reporting suspicious activity (e.g., embedding hexadecimal
characters in a query) and modifying system protection as a
result.

Thus, the security policies must not only specify
legitimate user privileges, but also aid in the detection of
threats and adapt their behavior based on perceived system
threat conditions. Even a single instance of a request for a
vulnerable CGI script or malformed request should be
reported immediately and countermeasures should be
applied. Such countermeasures may include:

e generating audit records;

e notifying network servers that are monitoring

security relevant events in the system;

e tightening local policies (e.g., restricting access to

local users only or requesting extra credentials); and

e modifying overall system protection. Examples

include terminating the session, logging the user
off the system, disabling local account or blocking
connections from particular parts of the network,
or stopping selected services (e.g., disable ssh
connections).

These actions would be followed by an alert to the
security administrator, who can then assess the situation
and take the appropriate corrective actions. This step is
important since an automated response to attacks can be
used by an intruder in order to stage a DoS attack (the
intruder could have impersonated a host or a user).

Traditional access control mechanisms were not de-
signed to aid the detection of threats or to adjust their
behavior based on perceived threat conditions. Common
countermeasures to Web server threats depend on separate
components like firewalls, Intrusion Detection Systems
(IDSs), and code integrity checkers. While these compo-
nents are useful in detecting some kinds of attacks, they do
not fully address a Web server’s security needs. For
example, firewalls can deny access to unauthorized net-
work connections; however, they cannot stop attacks
coming in via authorized ports. In the general case, IDSs
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provide only incomplete coverage, leaving sophisticated
attacks undetected. Other disadvantages include a large
number of false positives and the inability to preemptively
respond to attacks. Integrity checkers can detect unauthor-
ized changes to files on a Web site, but only after the
damage has been done.

Motivated by the multitude of Web server vulnerabilities
and generally unsatisfactory server protection, we propose
an integrated approach to Web server security—the Generic
Authorization and Access-control API (GAA-API) that
supports fine-grained access control and application level
intrusion detection and response.

The API evaluates HTTP requests and determines
whether the requests are allowed and if they represent a
threat according to a policy. Our approach differs from
other work done in this area by supporting access control
policies extended with the capability to identify intrusions
and respond to the intrusions in real-time. The policy
enforcement takes three phases:

1. Before the requested operation (e.g., display an
HTML file or run a CGI program) starts—to decide
whether this operation is authorized.

2. During the execution of the authorized operation—to
detect malicious behavior in real-time (e.g., a process
consumes excessive system resources).

3. After the operation is completed—to activate post
execution actions, such as logging and notification
whether the operation succeeds or fails (e.g., alerting
that a particular critical file was written can trigger a
process to check the contents of the file).

By being integrated with the Web server and having the
ability to control the three processing steps of the requested
operation, the GAA-API can respond to suspected intrusion
in real-time before it causes damage, whether it is site
defacement, data theft, or a DoS attack.

A Web server has to be modified in order to utilize the
GAA-APL However, once the relatively easy integration is
completed, it becomes possible to handle access control
decisions and application level intrusion detection simulta-
neously. Furthermore, since the GAA-API is a generic tool,
it can be used by a number of different applications with no
modifications to the API code. In this paper, we focus on the
Web server. However, the API can provide enhanced
security for applications with different security require-
ments. We have integrated the GAA-API with the Apache
Web server, SOCKS5, sshd, and FreeS/WAN IPsec for
Linux.

2 PoLicYy REPRESENTATION

The Extended Access Control List (EACL) is a simple
language that we implemented to describe security policies
that govern access to protected resources and identify
threats that may occur within application and specify
intrusion response actions [5]. An EACL is associated with
an object to be protected. It specifies positive and negative
access rights with an optional set of associated conditions
that describe the context in which each access right is
granted or denied.

An EACL describes more than one set of disjoint policies.
The policy evaluation mechanism is extended with the
ability to read and write system state. The implementation

is based on conditions that provide support for monitoring
and updating internal system structures and their runtime
behaviors.

A condition may either explicitly list the value of a
constraint or specify where the value can be obtained at
runtime. The latter allows for adaptive constraint specifica-
tion since allowable times, locations, and thresholds can
change in the event of possible security attacks. The value of
condition can be supplied by other services, e.g., an IDS. All
conditions are classified as:

e Preconditions specify what must be true in order to
grant the request (e.g., access identity, time, location,
and system threat level).

e Request-result conditions must be activated
whether the authorization request is granted or
whether the request is denied (e.g., audit, notifica-
tion, and threshold).

e Midconditions specify what must be true during the
execution of the requested operation (e.g., a CPU
usage threshold that must hold during the operation
execution).

e Postconditions are used to activate post execution
actions, such as logging and notification whether the
operation succeeds or fails.

A condition block defines a conjunction of a totally
ordered set of conditions. Conditions are evaluated in the
order they appear within a condition block. An EACL entry
consists of a positive or negative access right and four
optional condition blocks: a set of preconditions, a set of
request-result conditions, a set of midconditions, and a set
of postconditions. An EACL consists of an ordered set of
disjunctive EACL entries. An EACL representation sup-
ports disjunction and conjunction of conditions to activate
different control modes. A transition between the disjoint
EACL entries is regulated automatically by reading the
system state (e.g., time of day or the system threat level).

In the current framework, the evaluation of entries within
an EACL and evaluation of conditions within an EACL entry
is totally ordered. Evaluation of an EACL starts from the first
to the last in the list of EACL entries. The resolution of
inconsistent authorizations is based on ordering. The entries
which have already been examined take precedence over new
entries. The order has to be assessed before EACL evaluation
starts. Determining the evaluation order is currently done by
apolicy officer. We recognize that the function of defining the
order of EACL entries and conditions within an entry can be
best served by an automated tool to ensure policy correctness
and consistency and to ease the policy specification burden
on the policy officer. We plan to design and implement such
tool in the future. The GAA-API provides a general-purpose
execution environment in which EACLs are evaluated.

2.1 Policy Composition

Policy composition is a process of relating separately
specified policies. Our framework supports system-wide
and local policies. This separation is useful for efficient
policy management. Instead of repeating policies that apply
to all applications in individual application policies, we
define these policies as a separate system-wide policy that is
applied globally and is consulted on all the accesses to all
applications. Local policies allow users and applications to
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define their own policy in addition to the global one. The
composed policy is constructed by merging the system-
wide and local policies. First, system-wide policies are
retrieved and placed at the beginning of the list of policies.
Then, the local policies are retrieved and added to the list.
Thus, system-wide policies implicitly have higher priority
than the local policies.

A system-wide policy specifies a composition mode that
describes how local policies are to be composed with the
system-wide policy. The framework supports three compo-
sition modes:

e Expand. A system-wide policy broadens the access
rights beyond those granted by local policies. It is the
equivalent of a disjunction of the rights. The access is
allowed if either the system-wide or the local policy
allows the access. This is useful to ensure that a
request permitted by the system-wide policy cannot
fail due to access rejection at the local level.
Narrow. A system-wide policy narrows the access
rights so that objects cannot be accessed under
particular conditions regardless of the local policies.
The policy that controls access to an object may have
mandatory and discretionary components. Generally,
mandatory policy is set by the domain administrator,
while discretionary policy is set by individuals or
applications. The mandatory policies must always
hold. The discretionary policies must be satisfied in
addition to the mandatory policies. Thus, the resulting
policy represents the conjunction of the mandatory
and discretionary policies.

Stop. If a system-wide policy exists, that policy is
applied and local policies are ignored. An adminis-
trator may require complete overriding of the local
policies with the system-wide policies. This is useful
in order to react quickly to an attack. One might use
the stop mode to shut down certain component

EACL

systems. This is also useful when the administrator
wants to, for example, allow access to a document
only to himself. If he specifies a policy using the
expand mode, then additional access can be granted
at the local level. If he uses narrow mode, the local
policies could add additional restrictions that can
deny the access.

To evaluate several separately specified local (or system-
wide) policies, we take a conjunction of the policies.

3 GENERIC APPLICATION LEVEL INTRUSION
DETECTION FRAMEWORK

The system detects intrusions by comparing access request
patterns against the security policies and taking some
actions if the request is judged to be suspicious. Because this
applies to any application, this portion of the system can be
fairly generic and used for a number of applications.
However, the database of known intrusion scenarios, attack
patterns, and responses should be customized for different
applications. The customization is done through specifica-
tion of policies expressed in EACL format. Fig. 1 shows a
high-level view of our framework.

The access control module mediates access requests
generated by applications and forwarded to the GAA-API
for approval. The detector examines access requests and
determines the presence of an attack based on the policies.
If the detector determines the request to be suspicious, the
countermeasure handler will take the corrective actions to
prevent malicious actions from being executed. The
Security Database provides information collected from
various sources including: user activity, misuse signatures
and intrusion scenarios, application audit records, etc. The
Security policy (EACL) contains:

e Positive and negative authorizations checked by the

access control module.
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e The information to be analyzed by the detector (e.g.,
database of attacks, user activity profiles, parameters
of an access request and information obtained from
monitoring the execution of the requested operation,
and a status (success or failure) of the completed
operation).

e Actions to be performed by the countermeasure
handler for incident response—the system may deny
requested access, affect execution of the requested
operation (e.g., suspend or kill a process), generate
alarms and audit records, update firewall rules, and
SO on.

4 GAA-API AND IDS INTERACTIONS

The data extracted from an application at the access control
time can be supplemented with data from a network and
host-based IDSs to detect attacks not visible at the
application level and reduce the false alarm rate. The
current GAA-API interaction with IDS is limited to
determining the current system threat profile and adapting
the security policy to respond to changing security
requirements. Our next task is to support closer interaction
between the GAA-API and different IDSs.

41 “GAA-API to IDS” Interactions

Here are the kinds of information that the GAA-API can
report to an IDS:

1. 1Ill-formed access requests. Because the GAA-API
processes access control requests by applications, the
API can apply application-level knowledge to deter-
mine whether the request is properly formed. Ill-
formed access requests may signal an attack. For
example, consider an application thatissues queries to
a database. It is assumed that the application makes
bug-free database queries. If there are errors in the
access request, it may indicate that someone has
compromised the application server and is perform-
ing ad hoc queries against the database.

2. Accesses requests with abnormal parameters. The
API can report accesses requests with parameters
that violate site policy or are abnormally large.

3. Denied access. The API can report even a single
instance of access denial to sensitive system objects.
The API can report attempts to access nonexistent
hosts on a network, which could indicate network
scanning or mapping activity and attempts to use
critical commands.

4. Exceeding thresholds. Examples of types of events
that can be controlled by the threshold detectors and
reported by the GAA-API include the number of
failed login attempts within a given period of time.

5. Incidents. The GAA-API can report detected appli-
cation-level attacks.

6. Suspicious application behavior. The API can
report unusual application behavior such as read
only application creating files.

7. Legitimate activity. The GAA-API can communicate
access request information to IDS. This information
can be used to derive profiles that describe the
typical behavior of users working with different

applications. An automatically developed profile can
be created by an IDS module that collects and
processes the information about granted access
rights over time and forms a statistically valid
sample of user behavior that can be used for
anomaly detection.

4.2 “IDS to GAA-API” Interactions

The GAA-API can request a network-based IDS to report,
for example, indications of address spoofing. This informa-
tion can be used in addition to the application-level attack
signatures to further reduce the false positive rate and avoid
DoS attacks. This is particularly important for applying
proactive countermeasures, such as updating firewall rules
and dropping connections.

The API can request information for adjusting policies,
such as values for thresholds, times, and locations. When
implementing a threshold detector, the obvious difficulty is
choosing the threshold number and a time interval of the
analysis for a particular event. The values may depend on
many factors and can be determined by a host-based IDS
and communicated to the GAA-APL

5 GAA-APACHE INTEGRATION

5.1 Apache Access Control

Apache’s access control system [6] provides a method for
Web masters to allow or deny access to certain URL paths,
files, or directories. Access can be controlled by requiring
username and password information or by restricting the
originating IP address of the client request.

Access control is usually confined to specific directories
of the document tree. When processing client’s request to
access a document, Apache looks for an access control file
called .htaccess in every directory of the path to the
document.

Here is a sample .htaccess file:

Order Deny, Allow

Deny from All

Allow from 10.0.0.0/255.0.0.0

AuthType Basic

AuthUserFile /usr/local/apache2/.htpasswd-isi-staff
Require valid-user

Satisfy All

The “Allow from 10.0.0.0/255.0.0.0” allows
connections only from hosts within the specified IP range.
All other hosts will get a “Permission Denied” message. The
“Require valid-user” requires that the user enter a
username and password. These username/password pairs
are stored in a separate file specified by the AuthUserFile
directive.

After receiving an access request, the Apache core
modules call the check_dir_access function in mod_access or
the authenticate_basic_user, check_user_access routines in mod_
auth to check access control policies. A structured parameter
request_rec is provided to the routines, containing information
about the request. Finally, every routine returns the decision
to the core modules. Three output values are defined:
HTTP_OK—the request is granted; HTTP_DECLINED—the
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Fig. 2. GAA-Apache integration.

request is rejected; and HTTP_AUTHREQUIRED—user
authentication is required to make further decision.

5.2 Adding GAA-API to Enhance the Access Control
of the Apache Server
The preexisting version of Apache does not support flexible
fine-grained policies that can control not only which users
or groups and from which locations are allowed access, but
also support other conditions, including time, system load,
or system treat level. Within the Apache configuration file,
the directive Satisfy All specifies that both of the
constraints on IP address and user authentication should
be satisfied to authorize an access request. Satisfy Any
means that the request will be granted if either of the two
constraints is met. However, these directives cannot express
a policy with logical relations among three or more
constraints. With our integration of the GAA-API, these
limitations are eliminated. Here are the major advantages of
the GAA-Apache integration:

o The GAA-API standard libraries provide routines
that evaluate conditions on time, location, token-
matching, etc. They can be used to check the access
control parameters for Apache. For instance, server,
client, and proxy IP address can be evaluated by the
location routine. Client request time, creation time,
and last modified time of requested resource can be
evaluated by the time routine. Protocol version
number and browser type can be evaluated by the
token-matching routine.

e Besides making decisions of whether a request is
accepted or rejected, the GAA-API libraries provide
routines that can execute certain actions, such as
logging information, notifying the administrator, etc.
Furthermore, the routines can be activated whether
the request succeeds or fails (when defined as
request-result conditions) or whether the requested
operation succeeds or fails (when defined as post-
conditions). Thus, the GAA-API supports fine-
tuning of the notification and audit services.

e The GAA-API is structured to support the addition
of modules for evaluation of new conditions. Web
masters can write their own routines to evaluate
conditions or execute actions and register them with
the GAA-API. Moreover, the routines can be loaded
dynamically so that one does not need to recompile
the whole Apache package to add new routines.

e The semantics of EACL format supported by the
GAA-API can represent all logical combinations of
security constraints.

e The GAA-API supports adaptive security policies,
which detect security breaches and respond to attacks
by modifying security measures automatically.

5.3 GAA-Apache Access Control

The GAA-API is integrated into Apache by modifying the
check_dir_access function. The “glue” code extracts the
information about requests from the Apache core modules,
initializes the GAA-API, calls the API functions to evaluate
policies and, finally, returns access control decision and
status values to the modules. The GAA-Apache integration
is shown in Fig. 2.

The GAA-API makes use of system-wide and local
configuration and policy files. The configuration files list
routines and parameters for evaluating conditions specified
in the policy files. The system-wide policy applies to all
applications in the system. The local policy file describes
security requirements of Apache. The GAA-API returns
three status values (GAA_YES/GAA_NO/GAA_MAYBE) to de-
scribe policy enforcement process:

1. Authorization status Sa indicates whether the
request is authorized (GAA_YES), not authorized
(GAA_NO), or uncertain (GAA_MAYBE).

2. Midcondition enforcement status Sm indicates the
evaluation status of the midconditions.

3. Postcondition enforcement status Sp indicates the
evaluation status of the postconditions.
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The status values are obtained during the evaluation of
conditions in the relevant EACL entries: GAA_YES—all
conditions are met; GAA_NO—at least one of the conditions
fails; caa_MaYBE—none of the conditions fail, but there is at
least one condition that is left unevaluated because the
corresponding condition evaluation function is not regis-
tered with the APIL Here are the three policy evaluation
phases:

1. Initialization phase. When the server daemon of
Apache starts, the GAA-API is initialized by calling
gaa_initialze and gaa_new_sc to extract and register
condition evaluation and policy retrieval routines
from the system and local configuration files, fetch
the system policy file, and generate internal struc-
tures for later use.

2. The access control phase starts with receiving a
request to access an object (e.g.,, HTML file).

a. The gaa_get_object_policy_info function is called
to obtain the security policies associated with
the requested object. The function reads the
system-wide policy file, converts it to the
internal EACL representation, and places it at
the beginning of the list of EACLs. Next, the
function retrieves and translates the local policy
file and adds it to the list. The system and local
policies are composed as described in Section 2.

b. The request is converted into a list of requested
rights. The context information (e.g., system
configuration, server status, client status, and
the details of access request) that may be used
by the condition evaluation routines is extracted
from the request_rec structure and is added to
requested right structure as a list of parameters.

c. Next, the gaa_check_authorization function is
called to check whether the requested right is
authorized by the ordered list of EACLs. This
function finds the EACL entries where the
requested right appears and calls the registered
routines to evaluate pre and request-result
conditions in the entries. If there are no
preconditions, the authorization status is set to
GaA_YES. Otherwise, the preconditions are eval-
uated and the result is stored in the authoriza-
tion status Sa. If the request-result conditions are
present in the entry, the conditions are evalu-
ated and the intermediate result is calculated.
The conjunction of the intermediate result and
Sa is stored in the authorization status Sa.

d. Finally, the status Sa is translated to the Apache
format and is passed to the Apache core modules
as a return value of the check_dir_access function.
GAA_YES is translated to HTTP_OK (Apache can
grant the request). GAA_NO is translated to
HTTP_DECLINED (Apache should reject the re-
quest). In some cases, the GAA_MAYBE is trans-
lated to HTTP_AUTHREQUIRED, in other cases, to
HTTP_DECLINED.

In particular, the GAA_MAYBE is used to enforce adaptive
redirection policies. Apache may use the redirection for

minimizing the network delay, load balancing, or security
reason (e.g., redirect to a replica server that is closest to the
client in terms of network distance). The redirection policies
encoded in the preconditions specify, characteristics of a
client, current system state, and URL that must serve the
client. With this setup, the GAA-API first checks the
preconditions that encode client’s information and system
state. The condition of type pre_cond_redirect encodes the
URL and is returned unevaluated. When Apache receives
the HT'TP_AUTHREQUIRED, the server checks whether there
is only one unevaluated condition of the type pre_cond_re-
direct and creates a redirected request using the URL from
the condition value.

3. The execution control phase consists of starting
the operation execution process and calling the
gaa_execution_control function, which checks if the
midconditions associated with the granted access
right are met. The result is returned in Sm. The
implementation of this phase has not been com-
pleted yet.

4. During the postexecution action phase, the gaa_
post_execution_actions function is called to enforce
the postconditions associated with the granted
rights. This function performs policy enforcement
after the operation completes by executing actions
such as notifying by email, modifying system
variables, writing log file, etc. The operation
execution status (indicating whether the operation
succeeded /failed) is passed to the gaa_post_execu-
tion_actions. If no postconditions are found,
GAA_YES is returned; otherwise, the postconditions
are evaluated and the result is returned in Sp.

6 DEPLOYMENTS

In this section, we describe several examples to illustrate
how our framework can be deployed to enable fine-grained
access control and intrusion detection and response.

6.1 Network Lockdown

We first show how our system adapts the applied
authentication policies to require more information from a
user when system threat level changes. Consider an
organization with the mixed access to Web services. Access
to some Web resources require user authentication, some do
not. An IDS supplies a system threat level. For example, low
threat level means normal system operational state,
medium threat level indicates suspicious behavior, and
high threat level means that the system is under attack.
Policy: When system threat level is higher than low, lock down
the system and require user authentication for all accesses within
the network.

System-wide policy:

eacl mode 1 # composition mode narrow
EACL entry 1
neg_access_right * *

pre_cond_system threat_level local =high

13



Local policy:

# EACL entry 1

pos_access_right apache

pre_cond_system_threat_level local > low

pre_cond_accessID_USER apache  *

The system-wide policy specifies the mandatory require-
ment: “No access is allowed when system threat level is
high” that cannot be bypassed by a local policy. The local
policy specifies that all Apache accesses have to be
authenticated if the system threat level is higher than
“low.” For example, if password authentication is required,
a user will be asked for a username and a password.

6.2 Application-Level Intrusion Detection

We next show how the system supports prevention of
penetration and/or surveillance attacks by detecting a
CGlI script abuse.

System-wide policy:

eacl mode 1 # composition mode narrow
# EACL entry 1
neg_access_right * *

pre_cond_accessID_GROUP local BadGuys
Local policy:

# EACL entry 1

neg_access_right apache x*

pre_cond regex gnu "' % phf ¥ ' xtest — cgir'”

rr_cond notify local on:failure/email:

sysadmin/info : CGIexploit

rr_cond update log local on:failure/BadGuys/info:IP

# EACL entry 2

pos_access_right apache x*

Entry 1 in the system-wide policy specifies the
mandatory requirement that members of the group
BadGuys are denied access. Evaluation of the precondi-
tion pre_cond_group includes reading a log file of the
suspicious IP addresses and trying to find an IP address
that matches the address from which the request was
sent. Entry 1 in the local policy contains a precondition
pre_cond_regex that examines the request for occur-
rence of regular expressions phf* and *test-cgi*. If
no match is found, the GAA-API proceeds to the next
EACL entry that grants the request. If this condition is
met, the request is rejected. The rr_cond_notify
condition sends e-mail to the system administrator
reporting time, IP address, URL attempted, and a threat
type. Next, the rr_cond_update_log updates the
group BadGuys to include new suspicious IP address
from the request.

New signatures can be specified using regular expres-
sions and numeric comparison. For example, the follow-
ing precondition detects a particular DoS attack:
pre_cond_regex gnu *///////////////////* Eva-
luation of this condition includes checking the request for
presence of a large number of “/” characters that most

O LMW E D @0 D

Policy | Policy Il Policy Il Policy IV

Fig. 3. Performance evaluation results.

likely indicates an attempt to exploit a well-known
apache bug that slows down Apache and fills up the
logs fast.

The precondition pre_cond_regex gnu “*%* detects
malformed URLs (part of the URL contains the percent
character). This may indicate ongoing attack, such as
NIMDA. NIMDA exploits Microsoft IIS vulnerabilities by
sending a malformed GET request. The precondition
pre_cond_expr local > 1,000 checks that the length of
input to a CGI script is no longer than 1,000 characters. This
condition detects a buffer overflow attacks (e.g., Code Red
IIS attack).

Adding suspicious hosts to the BadGuys may allow our
system to stop attacks with unknown signatures. Often,
vulnerabilities are tested by scripts that generate a number of
requests. Each request exploits a particular bug. If the system
identifies requests from an address as matching known attack
signature, then subsequent requests from that host initiated
by the same script, which checks for vulnerabilities not yet
known, can still be blocked. Further, since this blacklist is
specified in a system-wide policy, the listis shared by many of
the hosts that improves the overall security of the system.

7 PERFORMANCE EVALUATION

The performance of GAA-API integrated Apache server was
evaluated by using four different types of policy files. Policy I
doesnot have any conditions and always grants access. Policy
ITincludes simpleconditions that do not need any file access.
Policy III includes conditions that require reading and
writing variable files and log files. Policy IV contains more
expensive conditions that check user authentication and
perform asynchronous e-mail notification to the system
administrator. The sample policy files can be found in the
Appendix.

GAA-API function calls consist of three major phases:
1) “Initialization” phase that reads the configuration and
system policy files for GAA-API, 2) “GetPolicy” phase that
reads the local policy file associated with the object for which
the access request is submitted, and 3) “CheckAuthorization”
phase that returns authorization decision.

This experiment was conducted on a PC with an Intel
Pentium 4, 1.8GHz, running RedHat Linux 7.3. Fig. 3 shows
the result of the experiment. The values on the table are
average values of 10 runs. The entry “Apache” is the
execution time the original Apache modules incurred. The
“Overhead” percentage was calculated based on the valuesin
“Apache.”
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TABLE 1
Performance Evaluation Results

Policy 1 Policy Il Policy I11 Policy IV
Init Phase 5.8432 ms 5.8469 ms 5.9445 ms 6.0472 ms
GetPolicy Phase 0.0805 ms 0.0919 ms 0.0957 ms 0.1051 ms
CheckAuth 0.0241 ms 0.1332 ms 0.6401 ms 0.9731 ms
Phase
Apache 1.2348 ms 1.2779 ms 1.2960 ms 1.8570 ms *
Overhead with 481.68% 475.15% 515.46% 383.70%
Init
Overhead w/o 8.47% 17.61% 56.77% 58.06%
Init

* In Policy IV, GAA- AF] forks a new process that sends email asynchronously. Thus, the Apache process took around 50%
maore time (1.86 ms vs. 1.25 ms on the average) to run because of the child process for e-mail running in parallel.

As shown in the figure, “Initialization” is the most
expensive phase. However, for each GAA-Apache process,
initialization needs to be executed only once at the first time
GAA-API is called. The figure shows the overheads that
GAA-API introduces with the first request (Overhead with
Init), and the overheads for the subsequent requests in each
process (Overhead w/o Init).

The “Get Policy” phase is almost constant with low
values because it just reads the local policy files. The only
phase whose performance is affected by having different
types of policies is the “Check Authorization” phase.

From Table 1, for the first call of GAA-API in a GAA-
Apache process, GAA-API incurs an overhead of more than
400 percent because of the initialization phase. However, for
the subsequentcalls of GAA-API in the same process, GAA-
APIskips the initialization phase and significantly reduces its
overhead. For the policies with conditions that do not require
file access (e.g., Policy II), the overhead from GAA-API
function calls to the Apache Web server is lower than
20 percent. For more expensive policies with conditions that
require file access, encryption, or process forking (e.g.,
Policies IIT and IV), the GAA-API’s overhead was more than
50 percent.

The sample policy files used for the evaluation are fairly
short in length, but we believe that they represent most of
the possible cases. The individual policy files cannot grow
huge because a local policy file is associated with an object
or a group of objects. This means that, even if the system-
wide policy could become complex, the performance of the
system will not degrade linearly because the system will
evaluate only the policy file that is specifically associated
with the object for which the access request is submitted.

8 RELATED WORK

AppShield [7] is a proprietary policy-based system that
protects Web servers. The AppShield intercepts and
analyzes all requests and dynamically adjusts its security
policy to prevent attackers from exploiting application-level
vulnerabilities. It uses dynamic policy not by looking for the
signatures of suspicious behavior, but by knowing the
intended behavior of the site and rejecting all other uses of
the system. Emerald architecture [2] includes a data-
collection module integrated with Apache Web server.
The module extracts the request information internal to the
Apache server and forwards it to an intrusion detection
component that analyzes HTTP traffic. Both AppShield and

Emerald systems are designed specifically for Web servers
and cannot be used for other types of applications. In
contrast, the GAA-API provides a generic policy evaluation
and an application-level intrusion detection environment
that can be used by different applications.

Almgren et. al. [1] provide an overview of the occur-
rences of Web server attacks and describe an intrusion
detection tool that analyzes the CLF logs. The tool finds and
reports intrusions by looking for attack signatures in the log
entries. However, the monitor cannot directly interact with
a Web server and, thus, cannot stop the ongoing attacks.

9 DISCUSSION

Our application-level, policy-based approach to intrusion
detection and response offers several important advantages
over traditional host and network-based approaches:

1. Customization. Instead of having an IDS look for a
restricted set of predefined signatures or time-
variant statistical profiles, this approach allows each
organization to define suspicious events in terms of
policies for accessing application-level objects. The
policies take into account the organization’s and
application’s security requirements.

2. Flexibility. Security policies supported in our system
can be defined in terms of acceptable and unaccep-
table access patterns to protected resources. For
example: A Closed World policy states that every-
thing that is not explicitly authorized is unacceptable
and may indicate suspicious behavior. It might be
possible to define a minimum set of ssh commands
that are allowed and then define the presence of all
other commands as a violation of the policy. An
Open World policy defines that everything that is
explicitly denied is unacceptable and may indicate
suspicious behavior. A Mixed World policy may
recognize some explicitly authorized access patterns
as suspicious.

3. Preemptive response. By being integrated with the
application and having the ability to control the
three processing steps of a requested operation, the
system can respond to suspected intrusion in real-
time. For example, the system can deny the opera-
tion, suspend the operation execution, and notify
about the success or failure of the completed
operation.

15



4.  Elimination of several IDS vulnerabilities. Traditional
IDS is susceptible to desynchronization attacks since
usually the IDS does not actively participate in the
connection it monitors. With the proposed approach,
the attempts to desynchronize the Detection engine
from application will fail because the application is
able to pass information to the engine through the
GAA-API. As the system monitors events at the user
level of abstraction, it is not vulnerable to traffic
tampering attacks such as insertion and evasion. Fast
attacks on IDS (that seek to exploit application’s
vulnerability before the IDS can apply counter
measures) will not succeed because the system
processes access requests by applications, and the
application waits for the result.

5. Reduction of false negatives and false positives. The
advantages of looking for the attacks at the application
level include the ability to access decrypted informa-
tion about a request. A request transported to the
application through an encrypted channel is not
visible to a network based IDS. The ability to interface
with the application directly, with significant applica-
tion-specific knowledge, allows application-based
intrusion monitoring to detect suspicious behavior
due to authorized users exceeding their authorization
or exploitation of application-specific vulnerabilities.
Using this approach could potentially result in
detecting a custom attack that has never been
observed in the past, thus reducing the number of
falsenegatives. Another advantage is that information
on how the request is handled by the server is
available at the application level (e.g., whether the
requested file is interpreted as a CGI script or HTML
file). Both network and host-based IDSs could not
make this distinction and if configured to look for
strings matching “phf.cgi” and “test-cgi,” they may
produce false positives.

10 FuTurRE WORK

To improve efficiency of the GAA-Apache integration, we
will add support for caching of the retrieved and translated
policies for later reuse by subsequent requests. We will
investigate a possibility of implementing a simple profile
building module and anomaly detector to support anomaly-
based intrusion detection in addition to the signature-based.
We plan to implement the execution control phase for
Apache. We will explore the utility of midconditions for
protection from compromised or badly written CGI scripts
processed at the server. We plan to design a policy-
controlled interface for establishing a subscription-based
communication channels to extend the GAA-API and IDSs
communication.

In this paper, we have considered simple attacks that
require a single action (malicious request) in order to
achieve the attacker’s goal. More complex and stealthy
attacks require a series of actions that constitute an attack
scenario. In order to detect such attacks, we will extend our
system with the support for attack signatures that describe a
sequence of access requests and system state conditions that
represent an attack. To implement detection of such
complex signatures, we will use hypothesis generation
techniques. In particular, we will study the application of

Bayesian methods [4] to classify observed events into attack
scenarios.

In the current framework, we assume that conditions are
evaluated consecutively and that authorization requests do
not overlap. These two assumptions enable us to concen-
trate on a single condition evaluation per each time interval
and, therefore, avoid the problem of coordination of
multiple condition evaluation processes. However, this
approach results in inefficient policy evaluation process
and leads to systems that cannot scale to large numbers of
objects. The future directions for this research include
exploring extensions to the framework to support: con-
current requests, replication of the evaluation mechanism,
concurrent evaluation of conditions within the same
request, and distributed policy enforcement. At this point,
the issues of spatial and temporal relationships among the
policy computations become critical. Policies that govern
the same object may have nontrivial interdependencies
which must be carefully analyzed and understood.

Another limitation of the current framework is reliance
on a policy administrator for defining condition evaluation
order, which is then enforced by the framework. The
limited awareness of the spatial and temporal dependencies
among security policies may cause inconsistencies and
undesirable system behavior. In many cases, administrators
may not have a clear picture of the ramifications of policy
enforcement actions; therefore, enforcing these policies
might have unexpected interactive or concurrent behavior.
Automation is essential to minimize human error, and it can
only be used safely when there is a formal model that
explicitly addresses both the spatial and the temporal
aspects of dynamic authorization. Much research has been
done in the area of integration of active mechanisms into
relational and object-oriented DBMSs. We plan to test the
applicability of methods and concepts from the field of
active database systems to develop static and dynamic
analysis techniques for adaptive policies. The reuse of
techniques developed in the database community is
necessary to apply best practices and to avoid repeating
mistakes.

Finally, in order to put the developed formalism into
practice, the researchers will implement a set of tools that
provide graphical interfaces supporting both static activities
such as:

e A specialized interactive policy analyzer/editor—a
development tool that provides compile-time exam-
ining and detection of policy rule problems. The tool
will be used to create policies with strong security
guarantees, eliminating guesswork in the design,
and deployment of dynamic authorization.

e A runtime monitor that provides runtime support
for the execution rules derived from the semantic
restrictions to maintain the policy processing auto-
matically, asynchronously, and correctly.

11 CONCLUSIONS

Traditional access control mechanisms have little ability to
support or respond to the detection of attacks. In this paper,
we presented a generic authorization framework that sup-
ports security policies that can detect attempted and actual
security breaches and which can actively respond by
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modifying security policies dynamically. The GAA-API
combines policy enforcement with application-level intru-
sion detection and response, allowing countermeasures to be
applied to ongoing attacks before they cause damage.
Because the API processes access control request by applica-
tions, it is ideally placed to apply application-level knowl-
edge about policies and activities to identify suspicious
activity and apply appropriate responses. The GAA-API
implementation is available at http:/ / gaaapi.sysproject.info.
The API has been integrated with several applications,
including Apache, SOCKS5, sshd, and FreeS/WAN IPsec
for Linux.

APPENDIX

The four different types of policies used in the Section 7.
Policy I

pos_access_right apache x*

Policy II
pos_access_right apache x
pre_cond_access_host apache ”“127.0.0.1 OR 128.9.0.0/16
OR usc.edu”
pre_cond access_time apache ”01/01/03-12/31/05
MON-FRI”
pre_cond_check_regex apache "#apache.uri =" *.html’”
Policy III
neg access_right apache x
pre_cond check equal apache "%(#remote_ip.threat
level) = HIGH"
rr_cond_inc_variable apache "%(#remote_ip.reject
"
count)
rr_cond_append log  apache ”"%LogMsgReject”
Policy IV
pos_access_right apache x*

"
pre_cond_access_user apache "%InspectedUser

List”

rr_cond_async_email notify apache “root@localhost”
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Appendix B:

I ntegrated Access Control and Intrusion Detection for Web Servers®

Tatyana Ryutov, Clifford Neuman, Dongho Kim and Li Zhou
Information Sciences Institute
University of Southern California
{tryutov, bcn, dongho, zhou} @isi.edu

Abstract

Current intrusion detection systems work in isolation
from access control for the application the systems aim to
protect. The lack of coordination and inter-operation be-
tween these components prevents detecting and responding
to ongoing attacks in real time, before they cause damage.
To addressthis, we apply dynamic authorization techniques
to support fine-grained access control and application level
intrusion detection and response capabilities. This paper
describesour experiencewithintegration of the Generic Au-
thorization and Access Control APl (GAA-API) to provide
dynamic intrusion detection and response for the Apache
Web Server. The GAA-API is a generic interface which may
be used to enable such dynamic authorization and intrusion
response capabilities for many applications.

1 Introduction and Motivation

Web servers continue to be attractive targets for attack-
ers seeking to steal or destroy data, deny user access or em-
barrass organizations by changing web site contents. Fur-
thermore, because web servers must be publicly available
around the clock, the server is an easy target for outside in-
truders. In order to penetrate their targets, attackers may
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produceand distributereprintsfor Governmental purposes notwithstanding
any copyright annotation thereon. The views and conclusions contained
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ily representing the official policies or endorsements, either expressed or
implied, of the Defense Advanced Research Projects Agency (DARPA),
the Air Force Research Laboratory, U.S. Department of Energy or the U.S.
Government. Figures and descriptions were provided by the authors and
are used with permission.
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exploit well-known service vulnerabilities. A web server
can be subverted through vulnerable CGlI scripts, which may
be exploited by meta characters or buffer overflow attacks.
These vulnerabilities may be related to the default installa-
tion of the server or may be introduced by careless writing
of custom scripts.

Web serversareal so popul ar targetsfor Denial of Service
(DoS) attacks. An attacker sends a stream of connection re-
guests to a server in an attempt to crash or slow down the
service. LaunchingaDoSattack against aweb server canbe
accomplished in many ways, includingill-formed HTTPre-
guests(e.g., alarge number of HTTP headers). Astheserver
triesto processsuch requestsit slowsdown and becomesun-
able to process other requests. In addition, web servers ex-
hibit susceptibility to password guessing attacks.

To address these risks, web servers require increased se-
curity protection. Effective system security startswith secu-
rity policies that are supported by an access control mech-
anism. Access control policy to be enforced should de-
pend on the current state of the system, e.g., time of day,
system load or system threat level. More restrictive orga-
nizational policies may be enforced after hours, when the
system is busy or if suspicious activity has been detected.
Unfortunately, many web servers (e.g., Apache and 11S)
support only limited identity- and host-based policies that
deny/allow access to protected resources. The policies are
checked only when an access request is received to deter-
mine whether the request should be permitted or forbidden.
These policies do not support observing and reporting sus-
picious activity (e.g., embedding hexadecimal charactersin
aquery) and modifying system protection as a result.

Thus, the security policies must not only specify legiti-
mate user privileges but also aid in the detection of threats
and adapt their behavior based on perceived system threat
conditions. Even a single instance of a request for a vul-
nerable CGI script or malformed request should be reported
immediately and countermeasures should be applied. Such
countermeasures may include:

- generating audit records;
- notifying network servers that are monitoring security rel-
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evant eventsin the system;

- tightening local policies (e.g., restricting access to local
usersonly or requesting extra credentials);

- modifying overall system protection. Examples include
terminating the session, logging the user off the system, dis-
ablinglocal account or blocking connectionsfrom particul ar
parts of the network or stopping selected services (e.g., dis-
able ssh connections).

These actions would be followed by an aert to the se-
curity administrator, who can then assess the situation and
take the appropriate corrective actions. This step is impor-
tant, since an automated response to attacks can be used by
an intruder in order to stage a DoS (the intruder could have
impersonated a host or a user).

Traditional access control mechanisms were not de-
signed to aid the detection of threatsor to adjust their behav-
ior based on perceived threat conditions. Common counter-
measures to web server threats depend on separate compo-
nentslikefirewalls, Intrusion Detection Systems(IDSs), and
codeintegrity checkers. While these components are useful
in detecting some kinds of attacks, they do not fully address
aweb server’s security needs. For example, firewalls can
deny access to unauthorized network connections, but they
can not stop attacks coming in via authorized ports. In the
genera case, IDSs provide only incomplete coverage, leav-
ing sophisticated attacks undetected. Other disadvantages
include: large number of false positivesand inability to pre-
emptively respond to attacks. Integrity checkers can detect
unauthorized changes to files on a web site, but only after
the damage has been done.

Motivated by the multitude of web server vulnerabilities
and generally unsatisfactory server protection, we propose
integrated approach to web server security - the Generic Au-
thorization and Access-control APl (GAA-API) that sup-
portsfine-grained access control and application level intru-
sion detection and response.

The GAA-API evaluates HTTP requests and determines
whether the requests are allowed and if they represent a
threat according to apolicy. Our approach differsfrom other
work donein this area by supporting access control policies
extended with the capability to identify (and possibly clas-
sify) intrusions and respond to the intrusions in real time.
The policy enforcement takes three phases:

1. Beforerequested operation (e.g., display anHTML fileor
run a CGl program) starts; to decide whether this operation
is authorized.

2. During the execution of the authorized operation; to de-
tect maliciousbehavior inreal-time(e.g., auser processcon-
SUMES excessive System resources).

3. When the operation is completed; to activate post exe-
cution actions, such as logging and notification whether the
operation succeeds/fails. For example, aerting that a partic-
ular critical file (e.g., /etc/passwd) was modified can trigger
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a process to check the contents of the file (e.g., check for a
null password).

By being integrated with the web server and having the
ability to control the three processing steps of the requested
operation, the GAA-API can respond to suspected intrusion
in real-time before it causes damage, whether it is site de-
facement, data theft or a DoS attack.

The disadvantage of the proposed approach isthat aweb
server has to be modified in order to utilize the GAA-API.
However, once the relatively easy integration is completed,
it becomes possible to handle access control decisions and
application level intrusion detection simultaneously. Fur-
thermore, since the GAA-API is a generic tool, it can be
used by a number of different applications with no modifi-
cations to the API code. In this paper we focus on the web
server. However, the API can provide enhanced security for
applications with different security requirements. We have
integrated the GAA-API with Apache web server, sshd and
FreeS/'WAN |Psec for Linux.

2 Policy Representation

The Extended Access Control List (EACL) isasimple
language that we implemented to describe security policies
that govern access to protected resources, identify threats
that may occur within application and specify intrusion re-
sponse actions. An EACL is associated with an object to be
protected and specifies positive and negative access rights
with optional set of associated conditions that describe the
context in which each accessright is granted or denied. An
EACL describes more than one set of digoint policies. The
policy evaluation mechanism is extended with the ability to
read and write system state. Theimplementationisbased on
conditionsthat provide support for monitoring and updating
internal system structures and their runtime behaviors.

A condition may either explicitly list the value of a con-
straint or specify where the value can be obtained at run
time. Thelatter allowsfor adaptive constraint specification,
since alowble times, locations and thresholds can changein
the event of possible security attacks. Thevalueof condition
can be supplied by other services, e.g., an IDS.

In our framework, all conditions are classified as:

1. pre-conditions specify what must be true in order to
grant or deny the request, eg.,access identity,
time,l ocati onandsystem threat |evel.

2. request-result conditions must be activated whether
the authorization request is granted or whether the re-
questisdenied, e.g.,audi t andnoti fi cati on.

3. mid-conditions specify what must be true during the
execution of the requested operation, e.g., a CPU us-
aget hr eshol d that must hold during the operation
execution.



4. post-conditionsare used to activate post execution ac-
tions, such aslogging and notification whether the op-
eration succeeds/fails.

Failureof some of these conditionsmay signal suspicious
behavior,e.g., accessis requested at unexpected times or un-
usual locations. Some conditions can trigger defensivemea-
suresin response to aperceived system threat level, e.g., im-
pose alimit on resource consumption or increase auditing.

A condition block defines a conjunction of atotally or-
dered set of conditions. Conditions are evaluated in the or-
der they appear within a condition block.

An EACL entry consists of a positive or negative ac-
cess right and four optional condition blocks: a set of pre-
conditions, a set of request-result conditions, a set of mid-
conditions and a set of post-conditions.

An EACL consists of an ordered set of digunctive
EACL entries. An EACL representation supports disunc-
tion and conjunction of conditionsto activate different con-
trol modes. A transition between the disjoint EACL entries
isregulated automatically by reading the system state (e.g.,
time of day or the system threat level). Detailed EACL syn-
tax is given in the Appendix.

Inthe current framework, the evaluation of entrieswithin
an EACL and evaluation of conditionswithin an EACL en-
try is totally ordered. Evaluation of an EACL starts from
the first to the last in the list of EACL entries. The resolu-
tion of inconsistent authorizationsis based on ordering. The
entries which already have been examined take precedence
over new entries.

The order has to be assessed before EACL evaluation
starts. Determining the evaluation order is currently done
by apolicy officer. We recognize that the function of defin-
ing the order of EACL entries and conditions within an en-
try can be best served by an automated tool to ensure policy
correctness and consistency and to ease the policy specifi-
cation burden on the policy officer. We plan to design and
implement such tool in the future. For further details about
the authorization model see [4].

The GAA-API provides a general -purpose execution en-
vironment in which EACLSs are evaluated.

2.1 Policy Composition

Policy Composition is a process of relating separately
specified policies. Our framework supports system-wide
andlocal policies. Thisseparationisuseful for efficient pol-
icy management. Instead of repeating policies that apply to
all applicationsin individual application policies, we define
thesepoliciesasa separate system-wide policy that isapplied
globally and is consulted on all the accesses to all applica-
tions. Local policies allow users and applications to define
their own policy in addition to the global one.
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The composed policy is constructed by merging the
system-wide and local policies. First, system-wide policies
areretrieved and placed at the beginning of thelist of poli-
cies. Then the local policies are retrieved and added to the
list. Thus, system-wide policiesimplicitly have higher pri-
ority than the local policies.

A system-wide policy specifiesacomposition modethat
describes how local policies are to be composed with the
system-wide policy. The framework supports three compo-
sition modes:

expand
A system-wide policy broadens the access rights beyond
those granted by local policies. Itisthe equivalent of adis-
junction of the rights. The access is alowed if either the
system-wide or the local policy allows the access. Thisis
useful to ensure that arequest permitted by the system-wide
policy can not fail due to access rejection at the local level.

narrow
A system-wide policy narrows the access rights so that ob-
jects can not be accessed under particular conditionsregard-
less of the local policies. The policy that controls access
to an object may have mandatory and discretionary compo-
nents. Generally, mandatory policy is set by the domain ad-
ministrator, while discretionary policy is set by individuals
or applications. The mandatory policies must always hold.
Thediscretionary policiesmust be satisfied in addition to the
mandatory policies. Thus, theresulting policy representsthe
conjunction of the mandatory and discretionary policies.

stop

If a system-wide policy exists, that policy isapplied and lo-
cal policiesareignored. Anadministrator may require com-
plete overriding of the local policies with the system-wide
policies. Thisisuseful inorder to react quickly to an attack.
One might use the stop mode to shut down certain compo-
nent systems. This is aso useful when the administrator
wants to, for example, allow access to a document (e.g., a
system log file) only to himself. If he specifiesa policy us-
ing the expand mode, then additional access can be granted
at the local level. If he uses narrow mode, thelocal policies
could add additional restrictions that can deny the access.

To evaluate several separately specified local (or system-
wide) policies, we take a conjunction of the policies.

3 GAA-API and IDSinteractions

The data extracted from an application at the access con-
trol timecan be supplemented with datafrom anetwork- and
host-based IDSs to detect attacks not visible at the applica-
tion level and reduce false alarm rate.

The current GAA-API interaction with an IDSislimited
to determining the current system threat profile and adapt-
ing the security policy to respond to changing security re-
guirements. Our next task isto support closer interaction be-



tween the GAA-API and different IDSs. Here are the kinds
of information’ that the GAA-API can report to IDS:

1. lll-formed access requests, which may signal an at-
tack. Because the GAA-API processes access requests
by applications, the API can apply application level
knowledge to determine whether the request is prop-
erly formed.

2. Accessesrequestswith parameters that are abnormally
large or violate site's policy.

3. Accessdenial to sensitive system objects.

4. Violating threshold conditions, e.g., the number of
failed login attempts within a given period of time.

5. Detected application level attacks. The report may in-
clude threat characteristics, such as attack type and
severity, confidence value and defensive recommenda-
tions.

6. Unusual or suspiciousapplication behavior such ascre-
ating files.

7. Legitimate access request patterns. This information
can be used to derive profiles that describe typical be-
havior of users working with different applications.

The GAA-API can request a network-based IDS to re-
port, for example, indications of address spoofing. Thisin-
formation can be used in addition to the application level at-
tack signatures to further reduce the false positive rate and
avoid DoS attacks. Thisis particularly important for apply-
ing pro active countermeasures, such as updating firewall
rules and dropping connections.

The API can request information for adjusting policies,
such as valuesfor thresholds, times and locations. The val-
ues may depend on many factors and can be determined by
ahost-based IDS and communicated to the GAA-API.

4 TheApache Access Control

Apache's access control system provides a method for
web mastersto alow or deny access to certain URL paths,
files, or directories. Access can be controlled by requir-
ing username and password information or by restricting the
originating | P address of the client request. Access control
is usually confined to specific directories of the document
tree. When processing client’ srequest to access adocument
Apache looks for an access control file called .htaccess in
every directory of the path to the document. Hereisa sam-
ple .htaccessfile:

1 This information can be used locally by modules that implement the
application level intrusion/misuse detection, as described in Section 7
and/or forwarded the information to IDSs for analysis.

Order Deny, Allow

Deny from All

Allow from 10.0.0.0/255.0.0.0

AuthType Basic

AuthUserFile /usr/local/apache?/.htpasswd-isi - staff

Require valid-user

Satisfy All

The “Allow from 10.0.0.0/255.0.0.0" allows connections
only from hosts within the specified 1P range. All other
hosts will get a “Permission Denied” message. The “Re-
quirevalid-user” requires that the user enter a usernameand
password. These username/password pairs are stored in a
separate file specified by the “ AuthUserFile” directive.

5 Adding GAA-API to Enhance the Access
Control of the Apache Server

Unfortunately, the current version of Apache does not
support flexible fine-grained policies. Within the Apache
configurationfile, the directive Satisfy All specifiesthat both
of the constraints on IP address and user authentication
should be satisfied to authorize an access request. Satisfy
Any means that the request will be granted if either of the
two constraints is met. However, these directives can not
express apolicy with logical relations among three or more
constraints. Therefore, new semantics must be introduced
to specify amoreflexibleaccess control policy. Herearethe
major advantages of the integration:

1. Besides making decisions of whether a request is ac-
cepted or rejected, the GAA-API libraries provide rou-
tines that can execute certain actions, such as log-
ging information, notifying administrator, etc. Fur-
thermore, the routines can be activated whether the
request succeeds/fails (when defined as request-result
conditions) or whether the requested operation suc-
ceeds/fails (when defined as post-conditions). Thus,
the GAA-API supports fine-tuning of the notification
and audit services.

2. The GAA-API is structured to support the addition of
modules for evaluation of new conditions. Web mas-
ters can writetheir own routines to evaluate conditions
or execute actions and register them with the GAA-
API. Moreover, the routines can be loaded dynami-
cally so that one does not need to recompile the whole
Apache package to add new routines.

3. Thesemanticsof EACL format supported by the GAA-
API can represent al logical combinations of security
constraints.

4. The GAA-API supports adaptive security policies,
which detect security breaches and respond to attacks
by modifying security measures automatically.
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Figure 1. GAA-Apache integration

6 GAA-Apache Access Control

The GAA-API is integrated into Apache by modifying
the check dir_access function. The “glue” code extracts
the information about requests from the Apache core mod-
ules, initializes the GAA-API, calls the API functions to
evaluate policies, and finally returns access control decision
and status values to the modules. The GAA-Apache inte-
gration is shown in Figure 1. The GAA-API makes use of
system-wide and local configuration and policy files. The
configuration files list routines and parameters for evaluat-
ing conditions specified inthe policy files. The system-wide
policy appliesto all applicationsin the system. The local 3
status values:

1. authorization status S, indicates whether the request is
authorized, not authorized or uncertain.

2. mid-condition enforcement status .S,,, .

3. post-condition enforcement status S,.

Thestatusvalues(GA4A Y ES/GAANO/GAA_MAYBE) are
obtained during the evaluation of conditionsin the relevant
EACL entries:

GAAYES - al conditions are met;

GAANO - & least one of the conditionsfails;

GAA_MAYBE - none of the conditions fails but there is at
least one condition that is left unevaluated. The GAA-API
returns ¢ 4 4_m Ay BE if the corresponding condition evalua-
tion function is not registered with the API.

1. Initialization phase. When the server daemon of
Apache starts, first the GAA-API isinitialized by call-
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ing gaa_initialze and gaa_new_sc that extract and
register condition evaluation and policy retrieval rou-
tines from the system and local configuration files,
fetch the system policy file, and generateinternal struc-
turesfor later use.

The access control phase starts with receiving a re-
guest to access an object (e.g., HTML file or CGlI
script).

@

(b)

The gaa_get__object_policy_in fo functionis
called to obtain the security policies associated
with the requested object. The function reads the
system-wide policy file, converts it to the inter-
nal EACL representation and places it at the be-
ginning of the list of EACLs. Next, the function
retrieves and translates the local policy file and
adds it to the list. The system and local policies
are composed as described in Section 2.1.

The request is converted into a list of requested
rights. The context information (e.g., system con-
figuration, server status, client status and the de-
tails of access request) that may be used by the
condition evaluation routines is extracted from
the request_rec structure and is added to re-
quested right structure as a list of parameters.
These parameters are classified with “type” and
“authority” so that GAA-API routines that eval-
uate conditions with the same type and authority
could find the relevant parameters.



(c) Next, the gaa_check_authorization functionis
called to check whether the requested right is au-
thorized by the the ordered list of EACLs. This
function findsthe EACL entrieswherethethere-
guested right appears and callsthe registered rou-
tines to evaluate pre- and request-result condi-
tionsin theentries. If thereare no pre-conditions,
the authorization status is set to caa.y Es. Oth-
erwise, the pre-conditions are evaluated and the
result is stored in the authorization status S, .

If the request-result conditions are present in the
entry, the conditions are evaluated and the inter-
mediate result is calculated. The conjunction of
the intermediateresult and S, is stored in the au-
thorization status S, .

(d) Finaly, the status S, istrandlated to the Apache
format and is passed to the Apache core mod-
ules as a return value of the check_dir_access
function. GaavEs is trandated to HTTP.OK
(Apache can grant therequest). Gaa_~o istrans-
latedto rrTP_DECLINED (Apacheshould reject
the request). In some cases, the Gaa M AYBE
istranslatedto HTTP_AUTHREQUIRED, in other
Casesto HTTP.DECLINED.

In particular, the caa_mayBE isused to enforce
adaptive redirection policies. Apache may use
the redirection for minimizing the network de-
lay, load balancing or security reasons. For ex-
ample, redirect to a replica server that is clos-
est to the client in terms of network distance.
The redirection policies encoded in the pre-
conditions specify, characteristicsof aclient, cur-
rent system state and URL that must serve the
client. With this setup, the GAA-API first checks
the pre-conditions that encode client’s informa-
tion and system state. The condition of type
pre_cond_r edi rect encodes the URL and is
returned unevaluated. When Apache receives
the HTTP_AUTHREQUIRED , the server checks
whether there is only one unevaluated condition
of the type pre_cond_r edi rect and creates a
redirected request using the URL from the con-
dition value.

3. The execution control phase consists of starting the

operation execution process and calling the
gaa_execution_control function which checks if the
mid-conditionsassociated with the granted accessright
aremet. Theresult isreturned in S,,,. Theimplemen-
tation of this phase has not been completed yet.

. During the post-execution action phase
the gaa_post_execution_actions function is called to

enforce the post-conditions associated with the granted
rights. This function performs policy enforcement af-
ter the operation completes by executing actions such
as notifying by email, modifying system variables,
writing log file, etc. The operation execution status
(indicating whether the operation succeeded/failed) is
passedtothe gaa_post_execution_actions. If nopost-
conditions are found, ¢4 4.y Es is returned, otherwise
the post-conditions are evaluated and the result is re-
turnedin S,

7 Deployments

In this section we describe several examplesto illustrate

how our framework can be deployed to enable fine-grained
access control and intrusion detection and response.

7.1 Network Lockdown

We first show how our system adapts the applied authen-

tication policies to require more information from a user
when system threat level changes. Consider an organization
with the following characteristics:

o Mixed accessto web services. Accessto someweb re-

sources require user authentication, some do not.

e An IDS supplies a system threat level. For example,

low threat |level meansnormal system operational state,
medium threat level indicates suspicious behavior and
high threat level meansthat the system is under attack.

Policy: When system threat level is higher than low,
lock down the system and require user authentication
for all accesses within the network. Strong authentica-
tion protects against outside intruders. To some extent,
authentication may help to reduce insider misuse. In
particular, insiders are discouraged if the identity of a
user can be established reliably.

System-wide policy:

eacl _-node 1 # conposition node narrow
# EACL entry 1

neg.access_right * *

pre_cond_syst emt hreat_| evel |ocal =high
Local palicy:

# EACL entry 1

pos_access_ri ght apache *

pre_cond_syst emt hreat_l evel |ocal >low

pre_cond._access| DUSER apache *
The system-wide policy specifies mandatory requirement
“No accessisallowed when system thresat level ishigh” that

24



can not be bypassed by alocal policy. Thelocal policy spec-
ifiesthat all Apache accesses have to be authenticated if the
system threat level is higher than “low”.

7.2 Application level Intrusion Detection

We next show how the system supports prevention of
penetration and/or surveillance attacks by detecting a CGl
script abuse.

System-wide policy:

eacl _-node 1 # conposition node narrow

# EACL entry 1
neg.access_right * *
pre_cond_accessl DGROUP | ocal BadGuys
Local policy:

# EACL entry 1

neg.access_ri ght apache *
pre_cond_regex gnu ‘ ‘'’ *phf*’
rr_cond-notify | ocal

on: failure/email:sysadm n/info: CA expl oit
rr_cond_updat e_l og | ocal

on: failure/ BadGuys/info:lP

# EACL entry 2

pos_access_ri ght apache *

Entry 1 in the system-wide policy specifies mandatory re-
guirement that members of the group BadGuys are denied
access. Evaluation of the pre-condition pr e_cond_gr oup
includes reading a log file of the suspicious IP addresses
and trying to find an IP address that matches the address
the request was sent from. Entry 1 in the local policy con-
tains a pre-condition pr e_cond_r egex that examinesthe
request for occurrence of regular expressions * phf* and
*test-cgi *. If no match is found, the GAA-API pro-
ceedsto the next EACL entry that grants the request.

If this condition is met, the request is rejected.
Therr_cond_noti fy condition sends e-mail to the sys-
tem administrator reporting time, IP address, URL at-
tempted and a threat type.

Next, ther r .cond_updat e_| og updatesthe group
BadGuys toinclude new suspicious|P addressfromthere-
quest.

New signatures can be specified using regular expres-
sions and numeric comparison. For example, the following
pre-condition detects a particular DoS attack:
pre_cond_regex gnu " */ [/ /11 1ITTTTTTTTT 1%
Evaluation of this condition includes checking the request
for presence of alarge number of "/ characters that most
likely indicates an attempt to exploit a well-known apache
bug that slows down Apache and fills up logs fast.

The pre-condition pr e_.cond_r egex gnu ' *%"’
detects malformed URL s (part of the URL contains the per-
cent character). This may indicate ongoing attack, such as

‘*test-cgi*'
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NIMDA. NIMDA exploits Microsoft 11S vulnerabilities by
sending a malformed GET request.

The pre-condition pr e_.cond_expr | ocal >1000
checks that the length of input to a CGI script is no longer
than 1000 characters. This condition detects a buffer over-
flow attacks, e.g., Code Red 11S attack.

Adding suspicious hoststo the BadGuy s may allow our
system to stop attacks with unknown signatures. Often vul-
nerabilitiesaretested by scriptsthat generateanumber of re-
quests. Each request exploitsa particular bug. If the system
identifies requests from an address as matching known at-
tack signature, then subsequent requests from that host (ini-
tiated by the same script), checking for vulnerabilities we
might not yet know about, can still be blocked. Further,
since this blacklist is specified in a system-wide policy, the
list is shared by many of our hosts that improves security of
the system overall.

8 Performance

In our experiment, we used the system-wide and local
policy files shown in Sections 7.1 and 7.2, respectively. The
experiment was performed 20 times on a PC with an Intel
1.8GHz Pentium 4 CPU, running RedHat Linux v7.1.

On average, GAA-API functions took 5.9 milliseconds
(ms) without email notification (53.3 mswith email notifica-
tion) while running Apache functions including GAA-API
functions took 19.4 ms (66.8 ms with email notification).
The overhead introduced by the GAA-API is 30% if email
notification is not taken into account. If the email notifica-
tion is enabled, the overhead increases to 80%.

9 Implementation Status and Future Work

The GAA-API implementation is available at
http://www.isi.edu/gost/info/gaaapi/source.

The API has been integrated with several applications, in-
cluding Apache, sshd and FreeS/'WAN |Psec for Linux.

To improve efficiency of the GAA-Apache integration
we will add support for caching of the retrieved and trans-
lated policiesfor later reuse by subsequent requests. Wewill
investigate a possibility of implementing a simple profile
building module and anomaly detector (implemented using
conditions) to support anomaly-based intrusion detection in
addition to the signature-based.

We plan to implement the execution control phase for
Apache. We will explore the utility of mid-conditions for
protection from untrusted downloaded code, such as Java
applets and Netscape plug-ins. The mid-conditions will
control actions of the downloaded content on a client ma-
chine throughout the execution of the content.



We plan to design a policy-controlled interface for estab-
lishing a subscription-based communication channelsto al-
low GAA-API and IDSs to communicate.

10 Reated Work

AppShield [5] is a proprietary policy-based system that
protects web servers. The AppShield intercepts and ana-
lyzesall requests and dynamically adjustsits security policy
to prevent attackers from exploiting application-level vul-
nerabilities. It uses dynamic policy not by looking for the
signatures of suspicious behavior but by knowing the in-
tended behavior of the site and rejecting all other uses of the
system.

Emerald architecture [2] includes a data-collection mod-
ule integrated with Apache Web server. The module ex-
tracts the request information internal to the Apache server
and forwards it to an intrusion detection component that an-
alyzesHTTP traffic.

Both AppShield and Emerald systems are designed
specifically for theweb serversand can not be used for other
types of applications. In contrast, the GAA-API providesa
generic policy evaluation and an application-level intrusion
detection environment that can be used by different applica-
tions.

Almgren, et. al., [1] provide an overview of the occur-
rences of web server attacks and describe an intrusion de-
tection tool that analyzes the CLF logs. The tool finds and
reports intrusions by looking for attack signaturesin thelog
entries. However, the monitor can not directly interact with
aweb server and, thus, can not stop the ongoing attacks.

11 Conclusions

Traditional access control mechanisms have little abil-
ity to support or respond to the detection of attacks. In this
paper we presented a generic authorization framework that
supports security policies that can detect attempted and ac-
tual security breaches and which can actively respond by
modifying security policies dynamically. The GAA-API
combines policy enforcement with application-level intru-
sion detection and response, allowing countermeasuresto be
applied to ongoing attacks before they cause damage. Be-
cause the API processes access control request by applica-
tions, it is ideally placed to apply application-level knowl-
edge about policies and activities to identify suspicious ac-
tivity and apply appropriate responses.

12 Appendix

We use the Backus-Naur Form to denote the elements of our
EACL language. Items inside round brackets, () are optional.

Curly brackets, {}, surround items that can repeat zero or more
times. A vertical line, | , separates aternatives. Itemsinside dou-
ble quotesarethetermina symbols. An EACL isspecified accord-
ing to the following format:

eacl ::= (conposition_node) {entry}

entry ::= pright conds | nright

pre_cond_bl ock rr_cond_bl ock

pright ::= "pos_access_right" def_auth val ue
nright ::= "neg.access_right" def_auth val ue
conds ::= pre_cond-bl ock rr_cond_bl ock

m d_cond_bl ock post_cond_bl ock

pre_cond.bl ock ::= {condition}

rr_cond_bl ock ::= {condition}

m d_cond_bl ock ::= {condition}

post _cond_bl ock ::= {condition}

condition ::= cond_type def_auth val ue
conposition_.npde ::= "0"|"1"|"2"

cond_-type ::= al phanumeric_string

def _auth ::= al phanuneric_string

val ue ::= al phanumeric_string
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Abstract

This paper! presents an authorization framework for
supporting fine-grained access control policies enhanced
with light-weight intrusion/misuse detectors and response
capabilities. The framework intercepts and analyzes access
requests and dynamically adjustssecurity policiesto prevent
attackersfrom exploiting application level vulnerabilities.

We present a practical, flexible implementation of the
framework based on the Generic Authorization and Access
Control API (GAA-API) that provides dynamic authoriza-
tion and intrusion response capabilities for many applica-
tions. To evaluate our approach, we integrated the API with
several applications, including Apache web server [12],
sshd and FreeSWAN IPsec for Linux. This paper demon-
strates the integration of the GAA-API into ssh daemon. By
integrating the GAA-API into sshd, the ssh server can sup-
port fine-grained authorization policies, dynamic policy up-
date, and application level intrusion detection and response.
The server can also enforce policies with additional func-
tionalities, e.g., time- and location-based controls. Our ex-
periments showed that the required integration effort was
moder ate, and that the performanceimpact on the ssh server
was negligible.

1 Introduction and M otivation

As moreandmore enterprisesnaketheir critical infor-
mationavailableonthelnternetwhetheronly to employees
or to customersthey are exposedo significantrisks such
astheft, fraud,anddenialof serviceattacks.In generalthe
mostsignificantconsequencessultfrom attackswithin the
systemby otherwisdegitimateuserqor attackergposingas
suchusers)performingunauthorized@ctivities.

! Portionsreprinted with permissionfrom T. V. RyutovandB. C. Neu-
man. The Specificatiorand Enforcemenbf AdvancedSecurityPolicies.
In the Proceedingsf the Conferenceon Policiesfor DistributedSystems
andNetworks(POLICY 2002). ©2002IEEE.
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Detectingthesekinds of attackscanrequireinstrument-
ing applicationgo generateuditrecordsbasedon activity
thatis only understoodt theapplicationlayer

Countermeasuras suchattacksmustsimilarly be im-
plementedht theapplicationlayersthroughenforcemenof
policiesthat candistinguishlegitimateandillegitimate ac-
tivities - a distinctionthat often requiresapplicationlevel
knowledge.

The policies themselvesmust automaticallyadaptto
meetthechangingsecurityrequirementi theeventof pos-
sibleintrusionwhile allowingusergo operateén thechang-
ing environment.

Accesscontrol policies can assistin the application-
basedcategoryof intrusiondetectionwhich monitorscriti-
cal applications.Traditionalaccessontrol policiessimply
specifywhethertheaccesss grantedor whethetherequest
is denied. A new policy specificatiorapproactwith intru-
sion detectionin mind (in additionto definingactionsthat
areandarenot permitted)will identify specificapplication
level eventsthat constitutemaliciousor suspiciousactivi-
ties. Furthermoresuch policieswill specifythe counter
measureo betakento respondo thesuspectedr detected
attacks.

We apply dynamicauthorizationtechniquego support
fine-grainedaccesscontrol and application level intru-
sion/misuseletectionrandresponseapabilities.

Ourapproachs basedn specifyingaccesgontrol poli-
ciesextendedwith the capabilityto identify (andpossibly
classify)intrusionsandrespondotheintrusiondn realtime.
The GenericAuthorizationandAccessControl APl (GAA-
API) is a genericinterfacewhich may be usedto enable
suchdynamicauthorizatiorandintrusionresponseapabil-
ities for manyapplications.The API supportghreepolicy
enforcemenphases:

1. Before requestedperationstarts;to decidewhether
this operationis authorized.

2. Duringtheexecutiorof theauthorizedperationto de-
tectmaliciousbehaviorin realtime(e.g.,auserprocess
consumegxcessivesystenresources).
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3. Whentheoperatioris completedo activatepostexe-
cutionactions suchasloggingandnotificationwhether
the operationsucceeds/fails.

Thispaperdemonstratetheintegrationof the GAA-API
into sshdaemon. By integratingthe GAA-API into sshd,
the sshservercan supportfine-grainedauthorizationpoli-
cies,dynamicpolicy update andapplicationlevelintrusion
detectionandresponse.The servercanalso enforcepoli-
cieswith additionalfunctionalitiese.g.,time-andlocation-
basedcontrols. Our experimentshowedthat the required
integrationeffort was moderate andthatthe performance
impactonthesshservemwasnegligiblewith relativelysmall
configurationandpolicy files.

2 Approach

An authorization policy regulatesaccesgo objects. An
object is atargetof requestandit hasto beprotectede.g.,
critical programsfiles andhosts.An access right (alterna-
tive wordsthatwe useareoperationandaction)is a partic-
ulartypeof accesdo a protectedbject,e.g.,reador write.
Specificsystemevents suchasrestartingor shuttingdown
thesystemgsystemog-in andlog-off canbemodeledasac-
cessrightsassociatedavith the systemwherethe systemis
the protectedobject. A condition describeghe contextin
which eachaccessight is grantedor denied.

In ourframework,a policy is representedsa setof con-
ditionsassociate@ith apositiveor negativeaccessight. If
all conditionsassociatedith apositiverightaremet,theac-
cesdo atamgetobjectis granted.If all conditionsassociated
with a negativeright aremet,theaccesss denied.

Traditionalsecuritysystemdack adaptivesecuritypoli-
ciesandenforcemenimechanismsln thenon-adaptiveset-
ting, the setof policiesis choserin advancebeforetheac-
cessrequests received. The adaptivepolicy enforcement
mechanisnchooseghe appropriateset of policies during
thecourseof computatiorbasednthecurrentsystenstate.

Usually adaptivepolicy implementatiorrequireseither
thereloadingof thepolicy or changinghe policy computa-
tionalgorithmd3]. Bothof theseapproacheareineffective
andnotscalable.

Our approachavoidspolicy reloadingand switchingto
thedifferentpolicy evaluatiormode:

1. Thepolicy specificatiordescribesnorethanonesetof
disjointpolicies.

. Thepolicy evaluationrmechanisnis extendedvith the
ability to readandwrite systemstate. Theimplemen-
tation is basedon conditionsthat provide supportfor
monitoringandupdatingnternalsystenstructuresand
theirruntimebehaviors.
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With the extendedolicy evaluationmechanismtransi-
tion betweenthe disjoint setsof policiesis regulatedauto-
maticallyby readingthe systemstate(e.g.,thetime of day,
or systenthreatlevel). Thedownsideof thisapproachs the
requiremenfor moretediousand carefulpolicy specifica-
tion anddealingwith the side effects of the policy evalua-
tion.

The adaptivepolicies are specifiedusing differentcon-
ditionsthat permitrun-timeadaptatiorin the eventof pos-
sible securityattacks. To enforcethe adaptivepolicieswe
adoptedhe three-phas@olicy enforcemenscheme.Dur-
ing eachphaseonly thespecifiedsetof all conditionsin the
policy is evaluated.

2.1 Conditions

Herewe list severalof the more useful conditions[10]
thatassisin detectingandrespondingo intrusionandmis-
useandtheyallow moreefficient utilization of securityser
vices,suchasauthenticationaudit,andnotification.

e accessidentity

This conditionspecifiesan authenticate@ccessden-
tity.

strength of authentication

This condition specifiesthe authenticationmecha-
nismor setof suitablemechanismgor authentication.
Stronguserauthenticatiomethode.g.,Kerberog11])
canbeactivatedn responséo suspiciousehavior

time

This conditionspecifiedime periodsfor which access
is granted.

location

This condition specifiedocation of the user Autho-
rization is grantedto the usersresiding on specific
hosts,domainsor networks.

payment

This conditionspecifiesa currencyandanamounthat
mustbe paidprior to accessin@nobject.

quota

This conditionspecifiesa currencyanda limit. It lim-
its the quantityof a resourcehat canbe consumedr
obtained.

audit

This condition enablesautomaticgeneratiorof audit
datain responseo accesgequests.An auditrecord
shouldincludesuficientinformationto establishwhat
eventoccurredandwhatcausedheevent.



e notification

This conditionenablesautomaticgeneratiorof notifi-
cationmessagealerts)in responséo accessequests.
Theconditionvaluespecifiegdhereceiverandthenoti-
ficationmethod.

e threshold
This conditionspecifiesallowablethreshold.

e system threat level
This conditionspecifieghe systenthreatlevel.

Failure of someof theseconditionsmay signal suspi-
ciousbehavior For exampleaccesss requestedt unex-
pectedimesor unusualocationsyiolationsof userquotas,
repeatedailure of accesattemptsandexceeding thresh-
old. Someconditionscantriggerdefensivaneasure re-
sponsdo perceivedsystemthreatlevel. For example,im-
posea limit on resourceconsumptionadvancecayment
for theallocatedesourcesr increasecuditing.In thecase
of insidermisuse(particularlyif theintruder sidentity has
beerestablished)} maybeappropriatd¢o lettheattackscon-
tinue underspecialconditions.For examplejt may be de-
sirableto initiate datacollectionmechanismso gatherde-
tailed informationaboutuseractivitiesthat could serveas
evidencéor possibleprosecutions.

The combinationof conditionsof differenttypescanbe
usedto fine tune audit and notification services. The au-
dit detail and numberof alarmsshouldbe sensitiveto the
systemthreatprofile. For exampleJow systenthreatlevel
shouldresultin reducedalarmlevel andamountof gener
atedauditdata. It shouldalsodependon the sensitivity of
therequestedperationandtargetobject.

2.1.1 Evaluation of Conditions

Notethatin the implementationsomeof theseconditions
might haveside effects. For example,evaluationof pay-
ment conditionreducesa balance.Evaluationof notifica-
tion conditionresultsin sendinga messageyhichis useful
in audit.

A positiveaspecbfthesideeffectsis theability to update
systembehaviorat run time (e.g.,generatinqauditrecords
andreconfiguringirewall rules). Suchdynamictechniques
will ensurehatpoliciesappliedto systenservicesadaptto
perceivedsystemthreatprofile, therebyincreasingsystem
protection.

Unfortunatelysideeffectscomplicatematters.Thereare
two particulardifficulties in reasoningaboutpolicies en-
forcedin the dynamicauthorizatiorenvironment.

First,thesideeffectsmightcausgroblemsvhentheside
effectscreatea feedbackoop, e.g.,whenpaymentaffects
guotaswhich affectsthe ability to performotheroperations
(onceonerunsoutof money).
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Secondpolicy rulescanincludebothenvironmentaton-
ditionsandactionghatchangeheconditions.Forexample,
an audit condition may trigger a network threatdetection
conditionwhich affectstheevaluatiorof subsequertondi-
tionsin the policy. Thereforethe consistencyandcorrect-
nessof theaccessontroldesicionanaydependnthecon-
dition evaluatiororder

In our currentframework,the conditionevaluationpro-
cesds totally ordered.The orderhasto be assessetefore
conditionevaluationstarts. Determiningthe evaluationor-
deringis currentlydoneby a policy officer.

We recognizethatthe function of definingthe condition
ordercanbebestservedby anautomatedool to ensuregpol-
icy correctnesandconsistencyandto easehepolicy spec-
ification burdenonthe policy officer. Seesection8 for fur-
therdiscussion.

212 Pre, Mid-, Post- and Request-result Conditions

An authorizatiorpolicy mayspecifyconditionghatmustbe

satisfiedbefore,duringor aftertheaccessightis exercised.
Furthermore evaluationof someconditionsmustbe acti-

vatedwhetherthe accesss grantedor whetherthe request
is denied.Thus,all conditionsareclassifiedas:

e pre-conditions specifywhat mustbe true in orderto
grantor denytherequest.

e request-result conditions mustbe activatedwhether
theaccessequesis grantedor whetherthe requesis
denied.

e mid-conditions specify what must be true during
the executionof the requestedperation. The mid-
conditionscanbe usedfor the protectionof thecritical
operationsandresources. The mid-conditionsallow
for realtime activemonitoringof the operatiorexecu-
tion andresponse lf any of the mid-conditionsfails,
the operationexecutionmustbe affected. The coun-
termeasurearedefinedin theresponsenethodof the
target object. Aggressiveresponsesnay include di-
rectcountermeasuresuchasclosingthe connections
or suspendinghe processesThis is importantto en-
force countermeasuresgainstseriousattacks. For
example a processesonsumingexcessivesystemre-
sourcegCPUtime, memory anddisk space)may in-
dicateimpendingdenial of serviceattack. More pas-
siveresponsemayincludethe activatingof integrity-
checkingroutinesto verify the operatingstateof the
tamget.

Themid-conditionghatwe considelin ourframework
arelimited to a setof thresholdssuchasdurationof
connectionCPUandmemoryusageandseveritymet-
rics (e.g.,currentsystenthreatlevel).



e post-conditionsareusedo activatepostexecutiorac-
tions,suchasloggingandnotificationwhetherthe op-
erationsucceed®r whetherthe operationfails. The
post-conditiong€anbe specifiedn two ways:

1. Thepost-conditionshatareactivatedonly if the
requestedperationsucceeds.Theseconditions
areusefulto correctlyimplementheenforcement
of, for examplethe payment/quotaonstraints.

Herearesomeexample®f thepolicieswith post-
conditions:

“A usermustpay $1 to reada file. The money
mustbewithdrawnfrom theuseraccounbnly af-
ter successfulile access.”

In thispolicy, thepayment conditionmustbeim-

plementedas a post-condition If the file read
fails for technicalreasongthe servercrashesn

the middle of the readoperation),the payment
conditionis not activatedand the userdoesnot
losehismoney

“A useris allowedto accesdile A only once.”

Similarly, thequota conditionin this policy must
beimplementedsapost-conditiorio ensurehat
theusercanaccesghefile atleastonce.

. Thepost-conditionghatareactivatedonly if the
requestedperatiorfails. Forexamplefailure of
critical operationssuchassystenshutdownmay
indicatedenialof serviceattackandrequireim-
mediatenotification.

The post-conditionglongwith therequest-resuitondi-
tionsareusefulto fine tuneauditandnotificationservices.

2.2 TheThree-Phase Policy Enforcement

Theenforcemenbf theadaptivesecuritypoliciesis par
titionedinto threesuccessivphases.

1. Phaseone:accesgontrol.
The pre- and request-resultonditionsare evaluated
duringthis phaseandthedecisionto grantor denyac-
cesdo therequesteabjectis made.

. Phasdwo: executiorcontrol.
Theaccesso thetargetobjectis grantedtherequested
operationis startedandthe mid-conditionsareevalu-
atedduringthisphase Thisphasellowsthecontrolled
executionof therequesteaperation.

. Phasdhree:post-executiomctions.
The post-conditionsare evaluatedduring this phase.
Thespecifiedactionsareperformedafterthe operation
is finished. We do not call this phase‘post-execution
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control”, since neitherfailure nor succesof a post-
executionaction can affect eitheraccesdecision,or
operationexecution.

| mplementation

In this sectionwe presentheoverviewof ourimplemen-
tationapproach.

3.1 Policy Representation

Thepolicy languageve implementeds calledExtended
AccessControl List (EACL). The EACL is a simplelan-
guagedesignedo describeuserlevel securitypoliciesthat
governaccesgso protectedresourcesidentify threatsthat
mayoccurwithin applicationandspecifyintrusionresponse
actions.An EACL is associatedith anobject(or agroupof
objects)to be protectedandspecifiepositiveandnegative
accessightswith optionalsetof associatedonditionsthat
describehecontextin which eachaccessight is grantedor
denied.

A condition block definesa conjunctionof atotally or-
deredsetof conditions.Conditionsareevaluatedn the or-
dertheyappeamithin aconditionblock?.

An EACL entry consistof apositiveor negativeaccess
rightandfour conditionblocks: asetof pre-conditionsaset
of request-resultonditions,a setof mid-conditionsanda
setof post-conditions.Note thata conditionblock canbe
empty If all conditionblocksin anEACL entryareempty
therightis grantedunconditionally An exampleof a practi-
calpolicy with emptyconditionblocksis: “anyonecanread
file index .html”.

An EACL consistsof an orderedset of disjunctive
EACL entries. An EACL representatiosupportsdisjunc-
tion andconjunctionof conditionsto activatedifferentcon-
trol modes.

An EACL is equivalento disjunctivenormalform con-
sistingof a disjunctionof conjunctionswhereno conjunc-
tion containsa disjunction. For example a policy “Tom or
Joecanreadfile A only if they connectfrom *.isi.edudo-
main” canberepresentethy an EACL (attachedo thefile
A) with two EACL entries:

“positiveaccessight: read pre-conditionsTom, *.isi.edu”
“positive accessight: read,pre-conditionsJoe,*.isi.edu”.

3.1.1 EACL Syntax

We usetheBackus-NauFormto denoteheelement®f our
EACL languageCurly brackets{ }, surroundtemsthatcan

2Thetotal orderpropertyis importantto dealwith possiblesideeffects
causedy the conditionevaluation.



repeatzeroor moretimes. A verticalline, | , separateal-
ternativesltemsinsidedoublequotesaretheterminalsym-
bols. An EACL is specifiedaccordingo the following for-
mat:

eacl ::= {eacl _entry}

eacl _entry ::= pos_access_right conditions |
neg.access_ri ght pre_cond_bl ock
pos_access_right ::= "pos_access_right"

def _aut h val ue
neg.access_ri ght
def _aut h val ue
conditions ::= pre_cond._bl ock m d_cond_bl ock
rr_cond_bl ock post_cond_bl ock

"neg.access_right"

pre_cond_bl ock ::= {condition}
m d_cond_bl ock ::= {condition}
rr_cond_bl ock ::= {condition}
post _cond_bl ock ::= {condition}

condition ::= cond_type def_auth val ue
cond_-type ::= al phanumeric_string

def _auth ::= al phanuneric_string

val ue ::= al phanumeric_string

cond_t ype definesthe type of condition,e.g.,access
identity or time.

def _aut h indicateshe authorityresponsibldor defin-
ing thevaluewithin thecond_t ype, e.g.,Kerberos.

val ue is thevalueof condition. Its semanticss deter
minedby the cond_t ype field. The namespacefor the
valueis definedby thedef _aut h field.

Notethatthe EACL syntaxallowsonly the pre-conditions
to be associatedvith a negativeright. Thisis becausen
EACL entry with a negativeright cannevergrantthe ac-
cessthereforethemid- andpost-conditionin theentrywill
neverbeevaluated.

Wenextpresenanexampleof anEACL thatgovernsac-
cesgo ahost.

Entry 1 specifieghatusertom@ORGB.EDWtannotlogin
to thehost.

Entries2 and3 meanthat userJoecanshutdownthe host
usingeitherxX509 or Kerberosfor authenticationlf there-
guestsucceedgheuserlD mustbelogged.If theoperation
fails, the systemadministratomustbe notified by e-mail.

Entry 4 meansthat anyone,without authentication,can
checkthe statusof the hostif he connectdrom the speci-
fiedIP addressange.

Entry5 specifiegshatuserken@ORGA.EDWanlogin from
thespecifiedP addressangejf thenumberof previoudo-
ginattemptsiuringthedaydoesnotexceed. If therequest
fails, the numberof the failed logins for the usermustbe
updated.The connectiondurationtime mustnot exceed3
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hours.

# EACL for host nalta.isi.edu

# EACL entry 1

neg-access_ri ght test host_l ogin
pre_cond_access._i d_USER Ker ber 0s5

t om@bRGB. EDU

# EACL entry 2

pos_access_ri ght test host

shut _.down

pre_cond_access._i d_USER X509

"/ C=US/ O=Tr ust ed/ QU=or gh. edu/ CN=Joe"
rr_cond.audit |ocal on:success/userlD
post _cond_notify | ocal

on: failure/adm n/userl D

# EACL entry 3

pos_access_ri ght test host_shut_down
pre_cond_access._i d_USER Ker ber 0s5

j 0e @RGB. EDU

rr_cond.audit |ocal on:success/userlD
post _cond_notify | ocal

on: failure/adm n/userl D

# EACL entry 4
pos_access_ri ght test host_check_status
pre_cond.l ocation | P 10.1.1.0-10.1. 2. 255

# EACL entry 5

pos_access_ri ght test host_l ogin
pre_cond_access._i d_USER Ker ber 0s5
ken@DRGA. EDU

pre_cond.l ocation | P 10.1.1.0-10.1. 2. 255
pre_cond-t hreshol d | ocal
<3failures/day/fail ed._l og

rr_cond_updat e_l og | ocal

on:failure/fail ed_l og/userl D

m d_cond_duration | ocal <8hrs

Evaluationof an EACL startsfrom the first to the lastin

thelist of EACL entries.Theresolutionof inconsistentiu-
thorizationis basedn ordering. Theentrieswhich already
havebeenexaminedakeprecedencevernewentries.

An orderecevaluatiorapproachs easietto implemenias
it allows only partial evaluationof an EACL andresolves
theauthorizatiorconflicts. The problemwith thisapproach
is thatit requiregotal orderingamongauthorizationsit re-
quirescarefulwriting of theEACL by thesecurityadminis-
trator.



3.2 Generic Authorization and Access-control
API(GAA-API)

The GAA-API providesageneral-purposexecutioren-
vironmentin which EACLs areevaluated We nextprovide
abrief descriptionof themain GAA-API functions.

The gaa_get__object_policy_in fo function is called to
obtainthesecuritypolicy associatedith theobject. It takes
thetargetobjectandauthorizatiordatabasasinputandre-
turnsanorderedist of EACLSs.

Theapplicationrmaintainsauthorizatiorinformationin a
form understooddy the application. It canbe storedin a
file, databasedlirectoryserviceor in someotherway. The
application-specifitunctionprovidedfor the GAA-API re-
trievesthepolicy informationandtranslated into theinter-
nal representatiomnderstoody the GAA-API. Currently
the policy is written at the objectlevel, the call-backfunc-
tion mustcollectall theperobjectpoliciesandorderthemby
priority. How the policiesarestoredandretrieveds opaque
to the GAA-API andis notreflectedn theEACL.

The resultingpolicy thatis passedo the GAA-API for
evaluationrepresentghe combinationof severalpolicies
possiblyfrom differentdomainsandindividual usersof the
system.

The specific mechanismfor retrieving the policies is
passedo the GAA-API asa call-backfunction. The GAA-
API providesamechanisnto registera particularpolicy re-
trieval call-backfunction. Currentlythis is doneusing a
configuratiorfile.

The structureof the policy domainsthat contributethe
policiesis not specifiedexplicitly in our framework. Only
the hierarchicalrelationship(priority of the policy) among
the domainsis takeninto consideration.Our currentim-
plementatiorsupportgwo level policy specification:first,
system-widepoliciesareretrievedandplacedin the begin-
ning of thelist of policies. Thenthelocal policiesarere-
trievedandareaddedo thelist. Thus,system-wideolicies
implicitly havehigherpriority thanlocal policies. For fur-
therdiscussiorof the policy compositiorsee[12].

Thegaa_check _authorization functionchecksvhether
therequestedight is authorizedunderthe specifiedpolicy.
This function takesthe retrievedpolicy (an orderedlist of
EACLs), requeste@ccessight andcontextuainformation
asinput. The contextualinformationis matchedto there-
guirementsspecifiedn theconditionsof therelevanEACL
entriegonly theEACL entrieswherethetherequestedight
appearsireevaluated)Thisinformationcanberepresented
by a setof credentialse.g.,an X.509 identity certificate.
The outputlists all matchingpolicy rights and associated
conditionswith flagssetto indicatewhethereachcondition
wasevaluatedand/ormet. If the accesss grantedthe out-
putincludesthetime periodfor which theresultis valid.

Thegaa_exzecution_control functionperformspolicy

enforcementduring operationexecution. This function
checks whether the mid-conditions associatedwith the
grantedaccessight aremet.

Thegaa_post_execution_actions functionperforms
policyenforcemeraftertheoperatiorcompletesThisfunc-
tionenforceshepost-conditionsissociatedith thegranted
access.

An EACL mayspecifyconditionsof differenttypes.e.qg.,
access identity, location and audit. The GAA-API sup-
portsregisteringconditionevaluatiorfunctionsfor different
conditiontypes.

Theconfiguratiorfile lists concretdunctionsthatimple-
menttheconditions.Thefile is readatthe GAA-API initial-
izationtime andthefunctionsareregisteredvith thespecific
conditiongtakinginto accountheconditiontypeanddefin-
ing authorityfields). To evaluateconditionsin the EACL
examplegivenearlief we might registerupto 8 functions?
with the GAA-API. The GAA-API is structuredo support
theadditionof modulesfor evaluationof newconditions.

TheGAA-API returnghreestatusralueso describepol-
icy enforcemenprocess:

1. authorizatiorstatuss,.
Indicatesvhethertherequests authorizedc 4 4 v Es),
notauthorizedc44_~o) oruncertainGaa_m Ay BE).

2. mid-conditionenforcemenstatuss,, .
Indicatesthe evaluationstatusof the mid-conditions
(GAAYES/GAANO/GAA_MAYBE).

3. post-conditiorenforcemenstatuss,,.
Indicatesthe evaluationstatusof the post-conditions
(GAAYES/GAANO/GAA_MAYBE).

The statusvaluesare obtainedduring the evaluationof

conditionsin therelevantEACL entries:

GcAAYES - all conditionsaremet;

GAA_NoO - atleastoneof theconditionsfails;

GAA_MAY BE - noneof the conditionsfails but thereis at
leastoneconditionthatis left unevaluated.

TheGAA-API returnsza 4 m Ay BE if thecorresponding
conditionevaluatiorfunctionis notregisteredvith the API.
In somecasesit is conveniento returnsomeof the condi-
tionsunevaluatedor furtherevaluatiorby thecallingappli-
cation.

4 The GAA/ssh Integration

Secureshell(ssh)is beingwidely deployedbecausef its
featureghat ensuresecurecommunicationgcrosshe net-

3Dependingon the implementation,we may register either one or
two functionsto evaluateconditionsof the sametype but with differ-
entdefiningauthorityfields,e.g.,pre_cond_access_td U SERX 509 and
pre_cond_access_td_ USFKERKerberosb.



work aswell asits easeof use. However correctlyconfig-
uring the server(sshd)with desiredpoliciesis not aneasy
task,because¢he authorizatiorpoliciesaredescribedn the
serverconfigurationfile that containsnot only the policies
but alsothe configurationparametergor the server Host-
ing two separatdunctionalitiesinto one configurationfile

leadsto the problemof havinginflexible mechanisnof de-
scribingauthorizationpolicies. In addition, the serverhas
to be restartedafter modifying the contentof the configu-
rationfile to reflectchanges.If the modificationwasdone
to changethe policy, insteadof the the configurationof the
servery restartingthe serverwould prohibit the dynamicre-

sponsef theserverto the potentialor actualnetworkthreat
conditions.

4.1 ThePolicy Enforcement Process

The GAA-API wasintegratednto Openssh
version 2.9p2 (http://www.openssh.@). The integration
contributedonly about250lines of “glue” code. Only two
files auth2.cand serverloop.avere modified and one new
file gaa-plug.qcontainingthe GAA-API initialization and
accesgontrolcalls)wasadded.

The GAA-API is integratedinto sshby modifying the
userauth_reply functionin thefile auth2.c.Thefile server
loop.c was modified to supportthe executioncontrol and
post-executiophases.The GAA/sshintegrationis shown
in Figurel.

The GAA-API makesuseof system-wideandlocal con-
figurationandpolicy files. The configurationfiles list rou-
tinesand parametersor evaluatingconditionsspecifiedin
the policy files. The system-widepolicy appliesto all ap-
plicationsin the system.Thelocal policy describesecurity
requirement®f sshd.

1. Theinitialization phase.

Whenthe sshdstarts first the GAA-API is initialized
by callinggaa_initialize andgaa_new_sc thatextract
andregistercondition evaluationand policy retrieval
routinesfrom the systemandlocal configuratiorfiles,
fetchthesystenpolicy file, andgeneraténternalstruc-
turesfor lateruse.

2. Theaccess control phase startswith receivinga con-
nectionrequest.

(8) Thegaa_get_object_policy_in fo functionis
calledto obtainthe securitypolicies associated
with the target host. The function readsthe
system-wideolicy file, convertst to theinternal
EACL representatioandplacesit atthe begin-
ning of thelist of EACLSs. Next, the functionre-
trievesandtranslateshelocalpolicy file andadds
it to thelist.
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(b) Therequests convertednto a list of requested
accessrights. The authenticatediser identity
is extractedfrom the authctzt structureandis
placedin the gaa_sc securitycontextstructure.

(c) Next,thegaa_check _authorization functionis
calledto checkwhethertherequestedight is au-
thorizedby theorderedist of EACLSs. Thisfunc-
tion finds the EACL entrieswherethe the re-
guestedight appearsandcallstheregisteredou-
tinesto evaluatepre- and request-resultondi-
tionsin theentries.If therearenopre-conditions,
the authorizatiorstatusis setto c44.y Es. Oth-
erwise,the pre-conditionsare evaluatecandthe

resultis storedin the authorizatiorstatuss,.

If therequest-resultonditionsarepresenin the
entry the conditionsare evaluatecandtheinter
mediateresultis calculated.The conjunctionof
theintermediateesultands, is storedin theau-
thorizationstatuss,, .

Basedon theauthorizatiorstatusS, the connec-
tion is permittedor rejectedasfollows:

5. = GAAY ES connections allowed.

S. = GAA_NO connectioris rejected.

S. = GAA_M AY BE connectioris rejected.

The detailedinformationis returnedthatlists all
matchingpolicy rightsandassociatedonditions,
with flagssetto indicatewhethereachcondition
wasevaluatedand/ormet.

3. The execution control phase consistsof startingthe
connectionand calling the gaa_execution_control
function. This function checkswhether the mid-
conditionsassociatedvith the grantedaccessrights
aremet. If mid-conditionsare found, the conditions
areevaluated Somemid-conditionsareevaluatequst
once*, other mid-conditionsare evaluatedn a loop
until eitherthe operationfinishesor any of the mid-
conditionsfails. In thelattercasetheoperatiorexecu-
tion is suspende@ndthe reactiveactionsare started.
Themid-conditionscanbereturnedunevaluatedo be
enforcedby application.Theresultis storedin S,,, .

4. Duringthepost-execution action phase the

gaa_post_execution_actions functionis calledto en-
force the post-conditionsassociatedvith the granted
rights. This function performspolicy enforcemenaf-

ter the operationcompletedy executingactionssuch
as notifying by email, modifying systemvariables,
writing log file, etc.

Theconnectiorstatugindicatingwhetherthe connec-
tion succeeded/failed} passedo the

4E.g.,locking afile to placeahold on useraccount.
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Figure 1. GAA/ssh integration.

gaa_post_execution_actions function. If no post-
conditionsarefound, ¢4 4.y Es is returned,otherwise
the post-conditionsare evaluatedandthe resultis re-
turnedin S,.

5 Deployments

In this sectionwe illustrate how our frameworkcanbe

deployedo enablefine-grainedesponséo attacks.

5.1 Network L ockdown

This scenariodemonstratefow our systemadaptsthe

appliedauthenticatiompoliciesto requiremoreinformation
fromausemwhenpotentiallydangerousactivity hasbeernde-
tected.

This scenarids designedor organizationswith the fol-
lowing characteristics:

¢ Mixed accesso webservices Accesgo somewebre-
sourcegequireuserauthenticationsomedo not. If a
policy doesnot requireauthenticatediseridentity, au-
thenticationstepscanbeignoredor deferreduntil the
policy explicitly requestst. An exampleof a policy,
whichis notconcernedvith theidentityis "anyonecan
readfile A if $10is paid”.

o Authenticatedshconnectionsromthelnternetareal-
lowedto accessostsonthe organizationSLAN.

¢ A network-basedDS suppliesa systemthreatlevel.
Forexample)owthreatevelmeansiormalsystenop-
erationabktate mediumthreatievelindicatesuspicious
behaviorandhigh threatlevel meanghatthesystemis
underattack.

e Policy: When system threat level is higher than
low, one needsto lock down the system and require
user authentication for all accesseswithin the LAN.
Strongauthenticatiorprotectsagainstoutsideintrud-
ers.To someextent,authenticatioomayhelpto reduce
insidermisuse.In particular insidersarediscouraged
if theidentity of a usercanbe establishedeliably.

The policy requirementganbe representedby the fol-
lowing EACL that protectsall sshandweb serverconnec-
tionswithin the LAN:

# EACL entry 1

pos_access_ri gh apache *
pre_cond_systemt hreat_l evel |ocal >low
pre_cond_access_i d_USER apache *

# EACL entry 2

pos_access._ri gh ssh *

pre_cond_syst emt hreat_l evel |ocal >low
pre_cond_access_i d_USER ssh *



The pre-conditiondn EACL entries1 and 2 meanthat all
Apacheandsshaccesselaveto beauthenticated thesys-
temthreatlevelis higherthanlow. Currentlytheimplemen-
tationof thepr e_cond_syst emt hr eat _| evel condi-
tion retrievssystenthreatlevel from a specificfile.

5.2 Application Level Intrusion Detection

We next demonstratéow our frameworkprovidesreal
time applicationlevel intrusion/misuseletectioncapabili-
ties. This exampledemonstratedetectionandresponseo
a particularDoS attack: openinga large numberof simul-
taneousonnectiongo the sshserverstarveghe numberof
availablesocketsdisallowingnewconnects.

Assumethat EACLSs that governhostswithin the LAN
containthefollowing EACL entry:
pos_access_ri ght ssh host_l ogin
pre_cond_access_i d_USER X509 *
pre_cond_t hreshol d | ocal <20/ user_sessi ons
rr_cond-notify | ocal
on: failure/adm n/ssh, DoS
rr_cond_updat e_l og | ocal
on:failure/fail ed_l og/userl D
m d_cond_updat e_l og | ocal
user _sessi ons/user | D+1
post _cond_updat e_| og | ocal
on: success/ user _sessions/userl D-1

Evaluationof thepr e_cond_access_i d_USER

assertsa proper user authentication. The pre-condition
pre_cond_t hr eshol d readsthe log of active sessions
to determinethe numberof sessionsvith the userID field
equalto theonein theuserlD credentials.

If thenumberis greaterthan20, the requesis rejected.
Therr _cond_not i f y conditionsendse-mailto the sys-
tem administratorreportingtime, usernameand a threat
type. Next, therr cond_updat e_| og updateshe log
of failed logins to include a new suspicioususer ID. If
the numberof suchsessionss lessthan 20, the requesis
grantedtheconnectioris establishe@ndthemid-condition
nm d_cond_updat e_| og is evaluated. This conditionis
evaluatedustonce,jt updateshenumberof activesshcon-
nectiondor theuser After aconnectioris closedthepost-
conditionpost _cond_updat e_| og updateghe number
of connectionseducingit by 1.

6 Performance

7 Reated Work

The Policy Maker systemdescribedin the papersby
Blazeet al. [1], [2] focuseson constructionof a practi-
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cal algorithm for a determiningtrust decisions. Policies
andcredentialencoddrustrelationshipamongheissuing
sources.

In Policy Maker's terminology "proof of compliance
guestion”asksif the requesty, supportedoy a setof cre-
dentialscomplieswith apolicy P. Thisis equivalento the
authorizatiorquestiorthatwe considetin our work: "is re-
guesty authorizedy thepolicy P (in ourmodelthecreden-
tials arecontainedn the request)”. Their approachhow-
ever is differentfrom ours.

In ourapproachtheinformationpassedo theauthoriza-
tion enginewith the authorizatiorrequesis usedto evalu-
ateconditionsin the relevantpolicy statementsThe order
of conditionevaluationis important.

ThePolicy Makersystemis basednthelogic program-
ming approach.The goalis to infer the desiredconclusion
from given assumptionsn a computationallyiable man-
ner. In Policy Maker, the credentialsandpolicy (calledas-
sertions)are usedcollectively to computea proof of com-
pliance.Theassertionganberunin anarbitraryorderand
produceintermediataesultsthatthencanbefed into other
assertions.

Hayton and colleagues[5] proposeda role-basedac-
cesscontrolsystemcalledOASIS. OASIS servicesspecify
policy for role activationusing Role Definition Language
(RDL) thatis definedin termsof axiomsin proof system.
Theseaxiomsareusedto proveusets eligibility to entera
setof roles.

A role canbespecifiedasbeingpermittedonly for those
who canprovemembershipf otherrolesissuedy thisand
otherservicesTheservicesareresponsibldor issuingcer
tificates verifying theirvalidity andnotifying otherservices
aboutthe certificatestatechanges.A policy definesa set
of conditionsunderwhich a usercanactivatea role. The
role revocationis accomplishedhroughmembershigon-
ditions. Someof the membershigonditionsmustcontinue
to holdwhile theroleremainsactive. If anyof themember
ship conditionsassociatedavith the activatedrole fails, the
role is deactivatedln somesensethe OASIS membership
conditionsaresimilar to our mid-conditionshatmusthold
duringoperationexecution.

RDL is notasgenericandexpressivasourapproactand
not aswell suitedto representingcomplexaccesscontrol
policiesandthosethatincludemandatoryaccessontrol.

Policies representabla Policy MakerandRDL, arere-
strictedto the setof policieswhich do not producesideef-
fects,resultingin changeof the systemstate.

Ponder4] is anobject-orientegolicy specificatioran-
guagethatis sutedfor role-base@ccesgontrolpolicies,as
well asgeneral-purposmanagemeryolicies.Pondeis tar-
getedfor differenttypesof policies,including obligations,
authorizationsgelegatiorandfiltering policies,andgroup-
ing thesepoliciesinto aggregatestructures.The obligation



policies, for example,specify what actions(e.g., notifica-
tion or logging) arecarriedout whenspecificeventsoccur
within the system. To someextent,the request-resuland
post-conditionsn our frameworkservea similar purpose.
However thereare severalsignificantdifferencedbetween
Pondets and our approachesFirst, in our frameworkall

securityrequirementsireexpresseth asinglepolicy struc-
ture,whereasn thePondelapproaclauthorizatiorandobli-

gationpolicies canbe specifiedindependently Thesecan
leadto conflictsbetweerthetwo policy types. Secondthe

policyin ourframeworkis enforcedby thesameaccesgon-

trol mechanismThethree-phaspolicy enforcemeninodel
allows for partsof policy (particularconditions)to be en-

forcedatdifferenttimes.In contrastthePondemusesasep-
arateenforcementechanisnfor eachpolicy type.

Finally, the Ponderobligation policiesare triggeredby
systemeventsvhereasn ourframeworkheactionsaretrig-
geredby otherconditionsgn thesamepolicy, suchasthresh-
old or systemthreatlevel.

Minsky andUngureany8], [9] definethepolicyin terms
of messagethatonly arestrictedsetof agentss permittedo
exchangeFurthermorethemessagexchangés controlled
by asetof rulesthatis includedin thepolicy. Thepolicy en-
forcementmechanisnis basednasetof trustedagentghat
interpretthe rulesandenforcethemby regulatingthe mes-
sageexchangeandtheeffectthatthemessagekaveonthe
controlstate(attributesandpermissionsdf theparticipating
agents.

Theability to communicatendchangethe stateresem-
blesour conceptof the readandwrite conditions. Our ap-
proachis differentin thatthe “state” hasa wider meaning.
It includesall security-relevarinformationaboutrealworld
whichis representablan a computersysteme.g.,bankac-
countbalancetemperatureanduseridentity. Anotherdif-
ferencdsthatthereadingandwriting of thestateis basedn
theorderedsynchronousvaluatiorof theconditionsrather
thancontrolledmessagexchange.

Jajodieetal. [6] haveproposedalogicallanguagdor the
specificationof authorizations.The concernsaddressedh
this work are orthogonatto the onesin this paper In par
ticular, theyfocuson modelingconflictresolution jntegrity
constraintheckingandderivationrules(thatderiveimplicit
authorizationgrom explicit ones),while our work focuses
ontherepresentatioandenforcemenof authorizatiorpoli-
ciesenhancedvith detectionand managemendf security
violations.

Summaryof the researchof audit-basedntrusionand
misusedetectionis givenby Lunt [7]. Sandhuand Sama-
rati [13] discussauthenticationaccesgontrolandintrusion
detectiontechnologiesndsuggesthatcombinationof the
techniguess necessaryn orderto build asecuresystem.
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8 Conclusionsand Future Work

Traditional authorizationmechanism&heckwhethera
useris acting within prescribedparametersand will not
detectabuseof privileges. In this paperwe presentedan
authorizationframeworkthat enableghe specificatiorand
enforcemenbf workablesecuritypoliciesthat governac-
cessto protectedresourcesidentify threatsthatmayoccur
within applicationand specify intrusion responseactions.
The GAA-API combinesolicy enforcementith applica-
tion level intrusiondetectionandresponseallowing coun-
termeasures$o be appliedto ongoingattacksbeforethey
causedamage.The GAA-API implementatioris available
athttp://www.isi.edu/gost/info/gaaapi/sour ce.

The GAA-API hasbeenintegratedvith severabppli-
cations, including Apache web server [12], sshd and
FreeS/MAN IPsecfor Linux.

Currently the GAA-API integratedsshdobtainspart of
thepolicy from the originalsshdconfiguratiorfile (to main-
tain the backwardcompatibility) and usesthe policy file
specifedn EACL formatto supplementhe existingpolicy.
We planto improvethe GAA/sshintegrationto completely
takeovertheauthorizatiorphaseof sshd.

In the currentframework we assumehatconditionsare
evaluatedconsecutivelyandthat authorizatiorrequestsio
not overlap. Thesetwo assumptiongnableus to concen-
trateon a singleconditionevaluatiorpereachtime interval
and,therefore avoid the problemof coordinationof multi-
ple conditionevaluatiorprocessesHowever thisapproach
resultsin inefficient policy evaluationprocessandleadsto
systemghatcannotscaleto large numberof objects.

The future directionsfor this researchinclude explor
ing extensiongo the frameworkto support:concurrente-
guestsreplicationof theevaluatiormechanismg¢oncurrent
evaluationof conditionswithin the samerequestanddis-
tributedpolicy enforcement.

At this point, the issueof spatialandtemporalrelation-
shipsamongthe policy computationdecomecritical. Poli-
ciesthatgovernthe sameobjectmayhavenon-trivialinter-
dependenciewhich mustbe carefullyanalyzedandunder
stood.

Anotherlimitation of the currentframeworkis reliance
on a policy administratoffor definingconditionevaluation
orderwhich is thenenforecedy the framework. The lim-
ited awarenes®f the spatial and temporaldependencies
amongsecuritypoliciesmay causeinconsistencieandun-
desirablesystembehavior In many casesadministrators
may not havea clear pictureof the ramificationsof policy
enforcemendactionstherforeenforcingthesepoliciesmight
haveunexpectednteractiveor concurrentoehaviour Au-
tomationis essentiakto minimise humanerror, andit can
only be usedsafelywhenthereis a formal modelthat ex-
plicitly addresseboththe spatialandthe temporalaspects



of dynamicauthorization.

We aim to developa formal modelwhich canbeusedto
createpolicieswith strongsecurityguaranteesgliminating
guessworkn the designanddeploymenbf adaptivesecu-
rity policies.
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Abstract

Inadistributed multi-user environment, the security pol-
icy must not only specify legitimate user privileges but also
aid in the detection of the abuse of the privileges and adapt
to perceived systemthreat conditions.

This paper advocates extending authorization policy
evaluation mechanisms with a means for generating audit
data allowing immediate notification of suspicious applica-
tion level activity. It additionally suggests that the evalua-
tion of the policies themselves adapt to perceived network
threat conditions, possibly affected by thereceipt of such au-
dit data by other processes.

Such advanced policies assist in detecting and respond-
ing tointrusion and misuse and they allow more efficient uti-
lization of security services, such as authentication, audit,
and notification.

We present an authorization framework, which enables
the representation and enforcement of advanced security
policies. Our approach is based on expanding the policy
evaluation mechanismwith the ability to generate real time
actions, such as checking the current systemthreat level and
sending a notification.

1 Introduction and Motivation

As more and more enterprises make their critical infor-
mation available on the Internet, whether only to employ-
eesor to end-customers, they are exposed to significant risks
such astheft, fraud, and denial of serviceattacks. In general,
the most significant consequencesresult from attackswithin
the system by otherwiselegitimate users(or attackersposing
as such users) performing unauthorized activities.

Detecting these kinds of attacks can require instrument-
ing applications to generate audit records based on activity
that is only understood at the application layer.

In addition to having a means to detect attacks (the role
of an intrusion detection system) it is essential to have well
defined policies that indicate what to do under perceived at-
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tack conditions, or for that matter under suspicion of attack
conditions so that data can be gathered to make an actual de-
termination of whether an attack is present.

Countermeasures to such attacks must similarly be im-
plemented at the application layers through enforcement of
policies that can distinguish legitimate and illegitimate ac-
tivities - a distinction that often requires application level
knowledge.

While users might not be prevented from using resources
to which they have legitimate access, protective measures,
such as audit analysis along with the threshold control can
be used to examine user actions. Consider an authorization
policy: “Membersof department 1D can accesstheprinter P.
If the number of print jobs created during the day is higher
than 20, activate audit to log time, file and account names’.
In this policy the threshold is used to detect suspicious use
of resources. An audit log can reveal that an individual is
printing far more records than the average user, which could
indicate the running of a covert business.

The policies themselves must automatically adapt to
meet the changing security requirementsin the event of pos-
sible intrusion while allowing usersto operate in the chang-
ing environment. For example, consider authorization pol-
icy: “Tom can connect to host malta.isi.edu if the system
threat level islow (normal operational state). If the system
threat level is medium (indicates suspicious behavior), Tom
can connect only from a host within the administrative do-
main isi.edu. The connection duration time should not ex-
ceed 2 hours. If the system threat level is high (system is
under attack), Tom can not connect.”

Current access control systems are based on the premise
that once auser isauthorized to perform some operation, the
accessis granted unconditionally. This practiceisnot likely
to detect the abuse of user privileges. To provide additional
level of security checks, close monitoring of authorized ac-
tions may be necessary. Policies can be applied to control-
ling execution of the requested actions.

The points of the policy enforcement may include three
time phases:

1. Before requested operation starts; to decide whether
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this operation is authorized.

2. Duringtheexecution of the authorized operation; to de-
tect maliciousbehavior inreal -time(e.g., auser process
CONSUMES excessive system resources).

3. When the operation is completed; to activate post exe-
cution actions, such aslogging and notification whether
the operation succeeds/fails.

To protect sensitive and critical system resourcesin dis-
tributed environments, a system must be capable of support-
ing advanced security policies:

1. The policies must be adaptive ! to accommodate
changes in the security requirements and assist in de-
tecting and responding to intrusion and misuse. To do
S0, the policies should indicate not only what activi-
ties are authorized, but also provide the means to de-
tect abuse of user privileges. In particular, the policy
should specify when audit records should be generated
and allow for immediate notification.

2. Policy enforcement can be required at various time
stages of the requested action. Thus, the policies
should indicate when the policy has to be enforced.

Theahility to enforce advanced policieshaspractical im-
portance, for example, in computational Grids[5]. Gridsare
large-scal e distributed computing environments that enable
applicationsto use scientificinstruments, computational and
information resourcesthat are managed by diverse organiza-
tions.

System administrators contributing their resources to a
Gridwill requireassurance that the resources are adequately
protected. In a Grid setting, the security requirements in-
clude:

1. User authentication.
Authenticated user identity is used to determine who
gains access to local resources?.

2. Resource usage limits (quotas).

A site-specific resource allocation policy specifieslim-
itson the computational or storage resourcesto be con-
sumed, such as CPU load, memory usage and disk
space. Thelimitsaretaken into account when deciding
whether to initiate the requested computation. Mon-
itoring execution of the computation on a particular
node must be supported to ensurethat the process keeps
strictly to the limitsimposed by the local policy.

1 The term “adaptive’ in this paper is used to indicate that the security
policy to be enforced depends on the current state of the system, e.g., sys-
temload, systemthreat level or time of day (morerestrictive organizational
policy may be enforced during after hours).

2Mutual authentication may be required to prove the server identity to
the user.
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3. Accounting and payment.
Owners of the resources may hold users accountable
for the consumed resources. Accounting may in-
clude gathering information about executed computa-
tions and consumed resources. The accounting infor-
mation can be used in payment models for remote ser-
vice providers.

4. Audit.
Audit can provide ameansto help accomplish individ-
ual accountability and provide data to be analyzed by
intrusion or misuse detection systems.

5. Intrusion and misuse detection.
Grids are vulnerable to a large-scale malicious attacks
that could cause disruption of the Grid services. Thus,
it is essential for Grids to support detection and auto-
matic response to intrusion attempts.

6. Event notification.

Toolsfor intrusion detection and fault tolerance can be
driven by event services. Alert-level notification mes-
sages permit cooperative responses. For example, no-
tification about a computation that exceeds the quotas
can signal ongoing denial of service attack. The ade-
guate preventive measures can be taken if the attack is
confirmed.

Authentication, authorization, audit, notification and in-
trusion detection systemsareinterrel ated and should be used
together to support effective system security.

Thegoal of thiswork isto design an authorization system
that supports the advanced security policies.

2 Approach

An authorization policy regulates access to objects. An
object is atarget of requests and it has to be protected, e.g.,
critical programs, files, hosts and print jobs.

An accessright (alternative words that we use are opera-
tion, action and permission) isaparticular type of accessto a
protected object, e.g., read or write. Specific system events,
such asrestarting or shutting down the system, systemlog-in
and log-off can be modeled as access rights associated with
the system, where the system is the protected object.

A condition describes the context in which each access
right is granted.

In our framework, apolicy is represented as a set of con-
ditions associated with the accessright. All conditions must
be satisfied in order to allow an operation to be performed
on atarget object 3.

30Our framework supports negative rights. If all conditions associated
with the negative right are met, the accessis denied.



Traditional security systems lack adaptive security poli-
cies and enforcement mechanisms. In the non-adaptive set-
ting, the set of policiesis chosen in advance, before the ac-
cess reguest is received. The adaptive policy enforcement
mechanism chooses the appropriate set of policies during
the course of computation based on the current system state.

Adaptive policy implementation requires either the
reloading of the policy or changing the policy computation
algorithms[3]. Both of these approaches areineffectiveand
not scalable.

Our approach avoids policy reloading and switching to
the different policy evaluation mode:

1. Thepolicy specification describes more than one set of
digoint policies.

2. Thepolicy evaluation mechanism is extended with the
ability to read and write system state. The implemen-
tation is based on read and write conditions that pro-
vide support for monitoring and updating internal sys-
tem structures and their runtime behaviors.

With the extended policy evaluation mechanism, transi-
tion between the digoint sets of policies is regulated auto-
matically by reading the system state (e.g., the time of day,
or systemthreat level). The downside of thisapproachisthe
requirement for more tedious and careful policy specifica-
tion and dealing with the side effects of the policy evalua-
tion.

The advanced policies are specified using different con-
ditionsthat permit run-time adaptation in the event of possi-
ble security attacks. To enforce the advanced security poli-
cieswe adopted the three-phase policy enforcement scheme.
During each phase only the specified set of al conditionsin
the policy is evaluated.

2.1 Conditions

Here we list several of the more useful conditions [13]
that assist in detecting and responding to intrusion and mis-
use and they allow more efficient utilization of security ser-
vices, such as authentication, audit, and notification.

e accessidentity

This condition specifies an authenticated access iden-
tity. If a policy does not require authenticated user
identity, authenti cation steps can beignored or deferred
until the policy explicitly requestsit. An example of a
policy, whichisnot concerned with theidentity is” any-
onecan read file A if $10is paid”.

¢ strength of authentication

This condition specifies the authentication mecha-
nism or set of suitable mechanisms for authentication.
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Strong user authentication method (e.g., Kerberos[14])
can be activated in response to suspicious behavior.

e time

This condition specifies time periods for which access
isgranted.

e |ocation

This condition specifies location of the user. Autho-
rization is granted to the users residing on specific
hosts, domains, or networks.

e payment

This condition specifies a currency and an amount that
must be paid prior to accessing an object.

e quota

This condition specifies a currency and a limit. It lim-
its the quantity of a resource that can be consumed or
obtained.

o audit

This condition enables automatic generation of audit
data in response to access requests. An audit record
should include sufficient information to establish what
event occurred and what caused the event.

e notification

This condition enables automatic generation of notifi-
cation messages (alerts) in response to access requests.
Specifies the receiver and the notification method.

e threshold
This condition specifies alowable threshold.

e system threat level
This condition specifies the system threat level.

Failure of some of these conditions may signal suspi-
cious behavior. For example, access is requested at unex-
pected times or unusual locations, violations of user quotas,
repeated failure of access attempts and exceeding a thresh-
old. Some conditions can trigger defensive measuresin re-
sponse to perceived system threat level. For example, im-
pose a limit on resource consumption, advanced payment
for the allocated resources or increased auditing. Inthe case
of insider misuse (particularly if the intruder’sidentity has
been established) it may be appropriateto let the attacks con-
tinue under special conditions. For example, it may be de-
sirable to initiate data collection mechanisms to gather de-
tailed information about user activities that could serve as
evidence for possible prosecutions.



The combination of conditions of different types can be
used to fine tune audit and notification services. The au-
dit detail and number of alarms should be sensitive to the
system threat profile. For example, low system threat level
should result in reduced alarm level and amount of gener-
ated audit data. It should also depend on the sensitivity of
the requested operation and target object.

2.1.1 Evaluation of Conditions

Note that in the implementation, some of these conditions
might have side effects. For example, evaluation of pay-
ment and quota conditions reduce a balance. Evaluation of
notification condition results in sending a message, which
is useful in audit.

Unfortunately, side effects complicate the system. Ignor-
ing the side effects might cause problems when the side ef-
fects create a feedback loop, for example, when an audit
record triggers a network threat detection which affects the
evaluation of subsequent policies, or where payment affects
guotas which affects the ability to perform other operations
(once one runs out of money).

Another problem caused by the side effects, is possi-
ble inconsistency of the authorization result. For exam-
ple, consider a policy “Tom can shut down host H only if
anotification is sent (not i fi cati on) and system threat
level islow (syst emt hr eat | evel : | ow)”. Assume
that the current system threat level is low. Assume that
the notification about Tom shutting down the host triggers
high system threat level (this may indicate attempted de-
nial of service attack). There are two ways to evaluate
the conditions: first syst emt hr eat _| evel : | owthen
noti fi cati on. Thisevaluation order results in access
grant. Another way isto evaluatenoti fi cati on condi-
tion first then syst emt hr eat _| evel : | ow. Thiseval-
uation order resultsin the denial of the access.

All side effects of the condition evaluation are recorded
inthe corresponding systemvariables. Atthelowest level, a
system variable is an abstraction for bits or bytesin the sys-
tem that change astheresult of system execution. For exam-
ple, to model asystem variable affected by the evaluation of
thenotification condition (amessage must be sent), we need
better level of abstraction. Thus, asystem variableisan ab-
stract notion of a system entity that represents a data item,
e.g., afile,amessageor arecord in adatabase. Each system
variable has aname and avalue.

We assumethat there exists a set of software components
S. Each software component s (s € S) can access system
variablesof particular type. For example, asystem variable,
which represents afile is accessed by afile system. A sys-
tem variable, which representsanotificationisaccessed by a
notification protocol, or atransport protocol, such as e-mail
or http.
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We assume that each software component s has abstract
Read and Write operations as a part of its functionality.
The read operation s. Read (X ) returnsthe value of the sys-
tem variable X. The write operation s.Write(X, v_new)
assigns a new value v_new to the system variable X .

2.1.2 Read and Write Conditions
At the conceptual level, all conditions can be categorized as:

o Conditions that require reading some system variable
and comparing it with the information specified in the
policy. For example, evaluation of the time condi-
tion requires obtaining current time and checking if it
fits into the time interval specified in the policy. We
call this category of conditions read conditions. A
read condition is represented as X op P, where X isthe
name of asystem variable, P isaconstant and op isthe
operation (e.g., =, # , <, >) to be performed on the
value of the system variable X and the constant P. In
implementation, thisvalue maybe either obtained from
the request or read using the s. Read(X') operation dur-
ing the condition evaluation.

o Conditionsthat require writing some information (e.g.,
audit) or initiating some action (e.g., notification). We
call this category of conditions write conditions. A
write condition is represented as X new _value, where
X isthe name of the system variable and new value
isthe new value to be assigned.

An obvious relationship between the read and write condi-
tionsisif one condition requires reading of a system vari-
able, which iswritten by the other condition. In our frame-
work, the condition evaluation process is totally ordered.
The order has to be assessed before condition evaluation
starts. Determining the correct order of the conditions in
the policy statement isan important issue. Human judgment
is a necessary component in this process. We feel that the
function of defining the condition order can be best served
by having the policy officer chose a meaningful condition
order. In particular, whether the write conditions must be
evaluated before the read conditions. The goal of the sys-
tem is to faithfully implement the given organizational se-

curity policy.

213 Pre, Mid-, Post- and Request-result Conditions

An authorization policy may specify conditions that must
be satisfied before, during or after the access right is exer-
cised. Furthermore, evaluation of some conditions must be
activated only if the authorization request is granted (or de-
nied).



Thus, al conditions are classified as:

e pre-conditions specify what must be true in order to
grant the request. This means that the requested oper-
ation is allowed to be executed on the target object. If
any of the pre-conditionsfails, authorization is denied.

e request-result conditions
These conditions must be activated whether the autho-
rization request is granted or whether the request is de-
nied.

e mid-conditions specify what must be true during
the execution of the requested operation. The mid-
conditions can be used for the protection of the critical
operations and resources. The mid-conditions allow
for real time active monitoring of the operation execu-
tion and response. If any of the mid-conditions fails,
the operation execution must be affected. The coun-
termeasures are defined in the response methods of the
target object. Aggressive responses may include di-
rect countermeasures, such as closing the connections
or suspending the processes. This is important to en-
force counter measures against serious attacks. For
example, a processes consuming excessive system re-
sources (CPU time, memory, and disk space) may in-
dicate impending denial of service attack. More pas-
sive responses may include the activating of integrity-
checking routines to verify the operating state of the
target.

The mid-conditionsthat we consider in our framework
are limited to a set of thresholds, such as duration of
connection, CPU and memory usage and severity met-
rics (e.g., current system threat level).

e post-conditionsspecify what must be true on the com-
pletion of the operation execution. The post-conditions
can be specified in two ways:

1. The post-conditionsthat are activated only if the
requested operation succeeds. These conditions
areuseful to correctly implement the enforcement
of, for example, the payment/quota constraints.

Here are some examplesof the policieswith post-
conditions:

“A user must pay $1 to read afile. The money
must be withdrawn from the user account only af -
ter successful file access.”

In thispolicy, thepayment condition must beim-
plemented as a post-condition. If the file read
fails for technical reasons (the server crashesin
the middle of the read operation), the payment
condition is not activated and the user does not
lose his money.
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“A user is allowed to access file A only once.”

Similarly, the quota condition in this policy must
be implemented as a post-condition to ensure that
the user can accessthefile at least once.

2. The post-conditions that are activated only if the
requested operation fails. For example, failure of
critical operations, such as system shut down may
indicate denial of service attack and require im-
mediate notification.

The post-conditions a ong with the request-result condi-

tions are useful to fine tune audit and notification services.

2.2 TheThree-Phase Paolicy Enforcement

The enforcement of the advanced security policiesis par-

titioned into three successive phases.

3

1. Phase one: access control.

The pre- and request-result conditions are evaluated
during this phase and the decision to grant or deny ac-
cess to the requested object is made.

2. Phasetwo: execution control.

The accessto the target object is granted, the requested
operation is started and the mid-conditions are evalu-
ated during thisphase. Thisphaseallowsthecontrolled
execution of the requested operation.

3. Phasethree: post-execution actions.

The post-conditions are evaluated during this phase.
The specified actions are performed after the operation
is finished. We do not call this phase “ post-execution
control”, since neither failure nor success of a post-
execution action can affect either access decision, or
operation execution.

I mplementation

In this section we present the overview of our implemen-

tation approach.

3.1 Policy Representation

The policy language that we implemented is called Ex-

tended Access Control List (EACL). The EACL isasim-
ple policy language designed to describe user-level autho-
rization policy. An EACL is associated with an object (or a
group of objects) to be protected and specifies positive and
negative access rights with optional set of associated condi-
tions.



A condition block defines a conjunction of atotally or-
dered set of conditions. Conditions are evaluated in the or-
der they appear within acondition block®.

AnEACL entry consistsof apositive or negative access
right and four condition blocks: aset of pre-conditions, aset
of request-result conditions, a set of mid-conditions and a
set of post-conditions. Note that a condition block can be
empty. If all condition blocksin an EACL entry are empty,
theright isgranted unconditionally. An example of apracti-
cal policy with empty condition blocksis: *anyone can read
fileindex.html”.

An EACL consists of an ordered set of digunctive
EACL entries. An EACL representation supports disunc-
tion and conjunction of conditionsto activate different con-
trol modes.

An EACL isequivalent to digunctive normal form con-
sisting of a disjunction of conjunctions where no conjunc-
tion contains a disjunction. For example, a policy “Tom or
Joe can read file A only if they connect from *.isi.edu do-
main” can be represented by an EACL (attached to thefile
A) with two EACL entries:

“positive accessright: read, pre-conditions: Tom, *.isi.edu”
“positive accessright: read, pre-conditions: Joe, *.isi.edu”.

More precise EACL syntax and an example are given in
the Appendix.

Evaluation of an EACL starts from the first to the last in
thelist of EACL entries. The resolution of inconsistent au-
thorization is based on ordering. The authorizations which
already have been examined take precedence over new au-
thorizations.

An ordered evaluation approach iseasier toimplement as
it allows only partial evaluation of an EACL and resolves
the authorization conflicts. The problem with this approach
isthat it requirestotal ordering among authorizations. It re-
quires careful writing of the EACL by the security adminis-
trator.

3.2 Generic Authorization and Access-control
API(GAA-API)

The GAA-API provides a general -purpose execution en-
vironment in which EACL s are evaluated. Next we provide
abrief description of the main GAA-API functions.

The gaa_get__object_policy_in fo function is called to
obtain the security policy associated with the object. 1t takes
the target object and authorization database as input and re-
turns an ordered list of EACLS.

The application maintains authorization information in a
form understood by the application. It can be stored in a
file, database, and directory service or in some other way.
The application-specific callback function provided for the

4Thetotal order property isimportant to deal with possible side effects
caused by the condition evaluation.

GAA-API retrieves the policy information and translates it
into theinternal representation understood by the GAA-API.
Currently the policy is written at the object level, the call-
back function must collect all the per object policiesand or-
der them by priority. How the policies are stored and re-
trieved is opaque to the GAA-API and isnot reflected in the
EACL.

The resulting policy that is passed to the GAA-API for
evaluation represents the combination of severa policies
possibly from different domains and individual users of the
system. The specific mechanism for retrieving the policies
is passed as a call-back function.

The GAA-API provides a mechanism to register a par-
ticular policy retrieval call-back function. Currently thisis
done using a configuration file.

The structure of the policy domains that contribute the
policiesis not specified explicitly in our framework. Only
the hierarchical relationship (priority of the policy) among
the domains is taken into consideration. Our current im-
plementation supports two level policy specification: first,
system-wide policies are retrieved and placed in the begin-
ning of the list of policies. Then the local policies are re-
trieved and are added to thelist. Thus, system-widepolicies
implicitly have higher priority than local policies.

Thegaa_check _authorization function checkswhether
the requested right is authorized under the specified policy.
This function takes the retrieved policy (an ordered list of
EACLSs), requested access right and contextual information
as input. The contextual information is matched to the re-
quirements, specifiedin the conditionsof therelevant EACL
entries (only the EACL entrieswhere the the requested right
appears are evaluated). For example, this information can
berepresented by aset of credentias, e.g., an X.509 identity
certificate. Theoutput listsall matching policy rightsand as-
sociated conditions, with flags set to indicate whether each
condition was evaluated and/or met. If theaccessisgranted,
the output includes the time period for which the result is
valid.

gaa_execution_control performs policy enforcement
during operation execution. This function checks whether
the mid-conditions associated with the granted access right
are met.

gaa_post_execution_actions performs policy enforce-
ment after the operation completes. This function enforces
the post-conditions associated with the granted access.

A policy statement may specify several conditions of
different types. For example: “Tom can read file A only
between 9am and 6pm”. This policy defines two pre-
conditions. access identity and time. Both conditions are
read conditions (there are two system variables to be read:
user access identity and current time).

The GAA-API supports registering condition evaluation
functionsfor different condition types.



The configuration file lists concrete functions that imple-
ment the conditions. Thefileisread at the GAA-API initial-
izationtimeand thefunctionsareregistered with the specific
conditions. In our policy example we define two functions:
one to check the access identity and the other one to check
thetime. Theread vs. write distinction shows up implicitly
in the condition type. A condition evaluation function reg-
istered with a condition type knows whether the condition
isread or write. It then parsesthe condition value and calls
the concretefunctionsthat implement the abstract Read and
Write operations described in Section 2.1.1. The system
variables manipulated by the Read and W rite operations,
aswell asthe operationsthemselves can be ether local or re-
mote. However, our framework requires that the Read and
Write operations must be implemented as atomic actions.
The GAA-API is structured to support the addition of mod-
ulesfor evaluation of new conditions.

The gaa_check _authorization,
gaa_execution_control and gaa_post_execution_actions
functions return the evaluation status 7'/ F'// U .

Thisstatusisobtained during the eval uation of conditions
inthe relevant EACL entries:

T indicatesthat all conditions are met;

F indicatesthat at least one of the conditions fails;

U indicates that none of the conditions fails but there is at
least one condition that is |eft uneval uated.

Uncertainty U is introduced into our framework by lack
of adequate information to evaluate the condition. For
example, a condition may depend on an event that has
yet to happen. This means that the value of the system
variable returned by the implementation of the abstract
s.Read(X) operation is undefined. Another source of un-
certainty is inability to find the corresponding condition
evaluationfunction, for exampleif thefunction (s. Read(X)
or s.Write(X,v_new)) is not implemented or not regis-
tered with the GAA-API. Sometimes, it is convenient to re-
turn some of the conditions unevaluated for further evalua-
tion by the calling application.

3.3 ThePolicy Enforcement Process

The GAA-API returnsthree status valuesto describe pol -
icy enforcement process:

1. authorization status .S, .
Indicateswhether the request isauthorized (T°), not au-
thorized (#7) or uncertain (U).

2. mid-condition enforcement status .S, .
Indicates the evaluation status of the mid-conditions
(T/F/U).

3. post-condition enforcement status S,
Indicates the evaluation status of the post-conditions
(T/F/U).
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Initially the status valuesare set to U .

1. Theaccesscontrol phase startswith receiving arequest
to access an object, requested type of access and con-
textual information.

2. Firgt, the gaa_get_object_policy_info function
is called to obtain the security policy associated with
the object. If no relevant policy was found, the autho-
rization statusis set to F' and the request is rejected.

Next the gaa_check _authorization functionis called
to evaluate pre- and request-result conditions. If there
are no pre-conditions (this means that the requested
right is granted unconditionally), the authorization sta-
tusis setto 7. Otherwise, the pre-conditions are eval-
uated and theresult is stored in the authorization status
Sa.

If therequest-result conditionsare present in the policy,
the conditions are evaluated and the intermediate result
isstored in variable X. The conjunction of the X and
S, isstored inthe authorization status .S, . If authoriza-
tion isnot granted (S, # T'), the request is rejected.

3. The execution control phase consists
of starting the operation execution process and calling
the gaa_execution_control function.

If mid-conditions are found, the conditions are evalu-
ated. Some mid-conditions are evaluated just once 5,
other mid-conditions are evaluated in a loop until ei-
ther the operation finishesor any of the mid-conditions
fails. In the latter case, the operation execution is sus-
pended and the reactive actions are started. The mid-
conditions can be returned unevaluated to be enforced
by application. Theresult isstored in S,,, .

4. During the post-execution
action phase the gaa_post_execution_actions func-
tion is caled. The operation execution status (in-
dicating whether the operation succeeded/failed) is
passedtothe gaa_post_execution_actions. If nopost-
conditions are found, the S, is set to 7', otherwise the
post-conditions are evaluated and the result is stored in
Sp.

Related Work

The work by Huang and Shan [8] describes a SQL-like
policy definition language. The policy enforcement process
allows refining of the initial authorization request (request
enhancement) and suggesting alternatives (request rewrit-
ing) if the requested resource is unavailable. These actions
are performed by the policy enforcement mechanism before

5E.g., locking afile to place ahold on user account.



submitting the actual resource retrieval request to the re-
sourcemanager. Thisapproachisdifferentfromoursinthat:

1. The point of the policy enforcement is at the cre-
ation of the resource request (based on the enhance-
ment/rewriting of the initial request), which complies
with existing policies. Then the resource is retrieved
without any further checks. In our framework, the
request is checked against the policies and is de-
nied/granted or uncertain. No request modifications
exist.

2. The approach has a limited condition representation
model that does not support side effects.

ThePolicy Maker system described in the papersby Blaze et
al. [1], [2] focuses on construction of a practical algorithm
for a determining trust decisions. Policies and credentials
encode trust relationships among the issuing sources.

In Policy Maker’s terminology, " proof of compliance
guestion” asks if the request ¢, supported by a set of cre-
dentials complieswith apolicy P. Thisisequivalent to the
authorization question that we consider in our work: "isre-
quest ¢ authorized by the policy P (in our model the creden-
tials are contained in the request)”. Their approach, how-
ever, is different from ours.

In our approach, the information passed to the authoriza-
tion engine with the authorization request is used to evalu-
ate conditions in the relevant policy statements. The order
of condition evaluation isimportant.

The Policy Maker system is based on the logic program-
ming approach. The goal isto infer the desired conclusion
from given assumptions in a computationally viable man-
ner. In Policy Maker, the credentials and policy (called as-
sertions) are used collectively to compute a proof of com-
pliance. The assertions can be run in an arbitrary order and
produce intermediate results that then can be fed into other
assertions.

Hayton and colleagues [7] proposed a role-based ac-
cess control system called OASIS. OASIS services specify
policy for role activation using Role Definition Language
(RDL) that is defined in terms of axioms in proof system.
These axioms are used to prove user’s eligibility to enter a
set of roles.

Thepolicy for each set of servicesisspecified at adminis-
trative domain level, with servicelevel agreements between
domains. The role names are local to each service. A role
can be specified as being permitted only for those who can
prove membership of other roles issued by this and other
services. The services are responsible for issuing certifi-
cates, verifying their validity and notifying other services
about the certificate state changes. A policy defines a set
of conditions under which a user can activate arole. Con-
dition evaluation is achieved by presenting a correspond-
ing certificate. Therole revocation is accomplished through
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membership conditions. Some of the membership condi-
tions must continue to hold while the role remains active.
If any of the membership conditions associated with the ac-
tivated role fails, the role is deactivated. In some sense,
the OA SIS membership conditions are similar to our mid-
conditionsthat must hold during operation execution.

RDL isnot asgeneric and expressive as our approachand
not as well suited to representing complex access control
policies and those that include mandatory access control.

Policies, representablein Policy Maker and RDL, arere-
stricted to the set of policies which do not produce side ef-
fects, resulting in change of the system state.

Ponder [4] is an object-oriented policy specification lan-
guage that is suted for role-based access control policies, as
well asgeneral -purpose management policies. Ponder istar-
geted for different types of policies, including obligations,
authorizations, delegation and filtering policies, and group-
ing these policies into aggregate structures. The obligation
policies, for example, specify what actions (e.g., notifica-
tion or logging) are carried out when specific events occur
within the system. To some extent, the request-result and
post-conditions in our framework serve a similar purpose.
However, there are several significant differences between
Ponder’s and our approaches. First, in our framework all
security requirementsare expressed in asingle policy struc-
ture, whereasin the Ponder approach authorization and obli-
gation policies can be specified independently. These can
lead to conflicts between the two policy types. Second, the
policy in our framework isenforced by the same access con-
trol mechanism. Thethree-phase policy enforcement model
allows for parts of policy (particular conditions) to be en-
forced at different times. In contrast, the Ponder uses a sep-
arate enforcement mechanism for each policy type.

Finally, the Ponder obligation policies are triggered by
system eventswhereasin our framework the actionsaretrig-
gered by other conditionsin the same policy, such asthresh-
old or system threat level.

Minsky and Ungureanu [11], [12] define the policy in
terms of messages that only arestricted set of agentsis per-
mitted to exchange. Furthermore, the message exchangeis
controlled by aset of rulesthat isincluded inthe policy. The
policy enforcement mechanism is based on a set of trusted
agents that interpret the rules and enforce them by regulat-
ing the message exchanges and the effect that the messages
have on the control state (attributes and permissions) of the
participating agents.

The ability to communicate and change the state resem-
bles our concept of the read and write conditions. Our ap-
proach is different in that the “state” has a wider meaning.
Itincludesall security-relevant information about real world
which is representable in a computer system, e.g., bank ac-
count balance, temperature and user identity. Another dif-
ferenceisthat thereading and writing of the stateis based on



the ordered synchronous eval uation of the conditions, rather
than controlled message exchange.

Jajodiaet al. [9] have proposed alogical languagefor the
specification of authorizations. The concerns addressed in
this work are orthogonal to the ones in this paper. In par-
ticular, they focus on modeling conflict resolution, integrity
constraint checking and derivation rules(that deriveimplicit
authorizations from explicit ones), while our work focuses
on therepresentation and enforcement of authorization poli-
cies enhanced with detection and management of security
violations.

Summary of the research of audit-based intrusion and
misuse detection is given by Lunt [10]. Sandhu and Sama-
rati [17] discuss authentication, access control and intrusion
detection technologies and suggest that combination of the
techniquesis necessary in order to build a secure system.

5 Conclusionsand Future Work

Traditional authorization mechanisms check whether a
user is acting within prescribed parameters and will not de-
tect abuse of privileges. Advanced policies can condition-
ally generate audit records and in limited ways can react to
state generated by intrusion detection engines based on ob-
servation of the audit records. Such policies can aso adapt
the level of detail of the audit records generated until an
intrusion detection engine notices that something is amiss,
though not necessarily what it is. Such policies can also
adapt the applied authentication policiesto require more in-
formation from a user when suspicious activity has been de-
tected.

In this paper we presented an authorization framework
that enables the specification and enforcement of advanced
authorization policies.

The GAA-API implementation is available at
http://www.isi.edu/gost/info/gaaapi/source.

For further details about the authorization model see [16].
For more information about the GAA-API see[15].

The GAA-API has been integrated with several ap-
plications, including ssh and Globus Security Infrastruc-
ture [6]. Currently we are integrating the GAA-API with
FreeS/'WAN |Psec.

There are some aspects of distributed policy evaluation
and enforcement that do not fit well within the framework.
In the current framework we assume that conditions are
evaluated consecutively and that authorization requests do
not overlap. These two assumptions enable us to concen-
trate on a single condition evaluation at a time and, there-
fore, avoid the problem of coordination of multiple condi-
tion evaluation processes.

This results in inefficient policy evaluation process and
leads to systems that cannot scale to large numbers of
objects. Our current approach may be appropriate for
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some client-server applications, where the server is an au-
tonomous agent, in complete charge of its resources. The
server maintains the security policy and is responsible for
the policy evaluation. Some distribution of the policy eval-
uation process can be achieved through the condition eval-
uation function implemented as, for example, an RPC call
that is performed synchronously. However, this approach is
not suitable for truly distributed architectureswhere a set of
servers implement the policy and the policy evaluation pro-
cessing can be distributed over several servers. Each server
is responsible for enforcing of a part of the whole access
control policy.

The future directions for this research include exploring
extensionsto the framework that could encompassthese is-
sues.

6 Appendix

We use the Backus-Naur Form to denote the elements
of our policy language. Curly brackets, {}, surround items
that can repeat zero or more times. A vertical line, | , sepa-
rates alternatives. Items inside double quotes are the termi-
nal symbols. An EACL is specified according to the follow-
ing format:
eacl ::= {eacl _entry}
eacl _entry ::= pos_access_right conditions |
neg-access_ri ght conditions
pos_access_right ::= "pos_access_right"
def _aut h val ue
neg.access._right ::=
def _aut h val ue
conditions ::= pre_conds nid.conds rr_conds

"neg.access_right”

post _conds

pre_conds ::= {condition}

m d_conds ::= {condition}

rr_conds ::= {condition}

post _conds ::= {condition}

condition ::= cond_type def_auth val ue
cond_-type ::= al phanumeric_string

def _auth ::= al phanuneric_string

val ue ::= al phanumeric_string

cond_t ype defines the type of condition, e.g., access
identity or time.

def _aut h indicates the authority responsible for defin-
ing the value within the cond_t ype, e.g., Kerberos.

val ue isthe value of condition. Its semanticsis deter-
mined by the cond_t ype field. The name space for the
value is defined by the def _aut h field.

It should be pointed out that the EACL language descrip-
tion presented hereis not complete. Our current framework
supports flexible policy composition model. Thediscussion
of thisissue is beyond the scope of this paper.

Next we present an exampleof an EACL that governs ac-
cessto ahost.



Entry 1 specifies that Tom can not login to the host.

Entries 2 and 3 mean that loginsfrom the specified | P ad-
dressrange are permitted, using either X509 or Kerberosfor
authentication if the number of previouslogin attempts dur-
ing the day does not exceed 3. If the request fails, the num-
ber of the failed logins for the user should be updated. The
connection duration time must not exceed 8 hours.

Entry 4 means that anyone, without authentication, can
check the status of the host if he connects from the specified
I P address range.

Entry 5 specifies that host shut downs are permitted, us-
ing Kerberosfor authentication. If the request succeeds, the
user ID must be logged. If the operation fails, the sysadmin
must be notified by e-mail.

#EACL entry 1
neg-access.right test host_login

pre_cond_access_id KerberosVv.5 tom@ORGB.EDU
#EACL entry 2
pos_access._right test host_login

pre_cond_ocation IPsec 10.1.1.0-10.1.200.255
pre_cond_access_id X509
" /C=US/O=Trusted/OU=orgh.edu/CN=partnerB”
pre_cond_threshold local <3failures/day/failed_log/
rr_cond_update_log local on:failure/failed_log/info:userlD
mid_cond_duration local <8hrs

#EACL entry 3
pos_access._right test host_login

pre_cond_ocation IPsec 10.1.1.0-10.1.200.255
pre_cond_access_id KerberosV.5 partnerb@ORGB.EDU
pre_cond_threshold local <3failures/day/failed_log/
rr_cond_update_log local on:failure/failed_log/info:userlD
mid_cond_duration local <8hrs

#EACL entry 4
pos_access._right test host_check status

pre_cond_ocation |Psec 10.1.1.0-10.1.200.255
#EACL entry 5
pos_access._right test host_shut_down

pre_cond_access_id KerberosV.5 trusted @ORGA.EDU
rr_cond_audit local on:success/info:userlD
post_cond_notify local email/to:sysadmin/on:failure
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Appendix E:
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Abstract. We present a new model that provides clear and precise se-
mantics for authorization. The semantics is independent from underling
security mechanisms and is separate from implementation. The model
is capable of representing existing access control mechanisms. Our ap-
proach is based on set and function formalism. We focus our attention
on identifying issues and use our model as a general basis to investigate
the issues.

1 Introduction

The Internet has rapidly evolved to a platform that supports business and ser-
vices such as e-commerce, electronic publishing, and health care. Security com-
promises now have real world consequences, resulting in release of sensitive or
protected information and monetary loss. Attacks on medically critical comput-
ing capabilities might even result in loss of human life. The ability to define and
enforce fine-grained security policies for systems and services is important in
such systems. The ability to understand such security policies is critical if they
are to be correctly written or implemented. Unfortunately, as the complexity
of the systems grow, these polices are becoming harder to correctly define and
more difficult to enforce.

To cope with the growing complexity of policy specification it is useful to
design a conceptual model that gives a structured way to think about policies.
A model enables one to better understand the domain of study, visualize the
main elements and their behavior at some chosen level of detail and use a short
hand notation for precise description and decreased ambiguity. Furthermore, the
conceptual integrity of a system derives from a coherent high-level view of the
system organization and functionality. Thus, one of the main objectives of this
work is to construct a conceptual model for policy representation and evaluation.
For doing so, we use a methodology based on concepts of sets and functions.

In our paper we are only interested in the class of authorization policies ver-
sus a wider range of policies, such as distributed system management policies.
The goal of authorization polices is to govern access to objects. Supporting such
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policies takes the form of monitoring and restricting the user activity within
the distributed system (access control), making authorization decisions (autho-
rization) and performing necessary actions to modify the behavior of the system
(policy enforcement).

An authorization policy specifies conditions, which must be satisfied before,
during or after the access right is exercised. For example, it may be desirable to
enforce the following policy: “A process can be run on the host A if the request
originates from a domain B and the process does not use more then 20% of the
CPU time. An audit record about the started process must be generated”.

This policy specifies several conditions:

1. location of the requester
This condition must be satisfied before the access right ”"process run” is
granted.
2. system load
This condition must hold while the process is running.
3. audit record generation
This condition must be met after the process is started.

Our model captures this intuitive notion of authorization policy and provides
a formalism for the policy representation and evaluation.

There has been extensive research in authorization and a number of formal
models have been developed.

Some of these contributions focus on addressing authorization requirements
for specific policy domains, e.g., database systems [3], collaborative environment
[I7] or separation of duty [2]. Others are concerned with a particular access
control mechanism, such as an ACL [I].

What is still missing, is a unified view of authorization in a distributed,
multi-policy environment. Such a environment is composed of connected inde-
pendent computer systems managed by separate administrative authorities. In
a multi-policy environment the policy integration should incorporate diverse au-
thorization models, which can coexist in a distributed system. Administrators
of each domain might express security policies by means of different formalism.

Generalizing the way that applications define their authorization require-
ments provides the means for integration of local and distributed security policies
and translation of security policies across multiple authorization models.

Our paper describes an authorization model designed to meet these needs.
In particular, our model allows us to represent existing access control models
(e.g., ACL and capability) in a uniform and consistent manner.

The model simplifies the specification of complex authorization policies and
provides a generic policy evaluation environment. Furthermore, the model pro-
vides a general basis for identifying and resolving issues, not well-understood
before, such as side effects of the policy evaluation on the system state and
related policies.

By separating generic from domain specific elements, we ensure that the
model is extensible to arbitrary (authorization policy) domains.
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We keep our model simple and practical to serve as an aid to implementation.
We have found that the model suggested ideas for implementations, for example
that condition implementation should be based on three phases.

Our final goal is to implement a subset of our conceptual model and provide
a programmable framework for different kinds of polices. The framework maps
real-world policy entities such as users, resources, and organizational policies,
to the representation of these entities in the programming environment. The
discussion of the initial implementation can be found in [14].

2 Related work

In this section we review prior research in representation and evaluation of au-
thorization. Formal semantics for policy representation and evaluation has been
used by other researches, in particular Woo and Lam [15].

Their work addresses general concerns as ours, in particular, positive and
negative authorizations and providing computable semantics. In our model, au-
thorization is given a precise semantics independent of underlying policy re-
quirements. This distinguishes our work from [I5] where a formal notion of an
authorization policy has different semantics for each set of authorization require-
ments.

The Policy Maker system described in the papers by Blaze, et al. [4], [5]
focuses on construction of a practical algorithm for determining trust decisions.
Policies and credentials encode a set of trust relationships among the issuing
sources.

In Policy Maker’s terminology, “proof of compliance question” asks if the
request g, supported by a set of credentials complies with a policy p. This is
equivalent to the authorization question that we consider in our work: “is request
g authorized by the policy p (in our model credentials are contained in the
request)”. Their approach, however, is different from ours.

In our approach, the information passed to the authorization engine with
the authorization request is used to evaluate conditions in the relevant policy
statements. Each condition is evaluated just one time. The order of condition
evaluation is important.

In Policy Maker, the credentials and policy (called assertions) are used collec-
tively to compute a proof of compliance. The assertions can be run in arbitrary
order (and possibly many times) and produce intermediate results, that then
can be fed into other assertions. Policies, representable in the Policy Maker, are
restricted to the set of policies which do not produce side-effects, resulting in
change of the system state. The Policy Maker can be integrated in our model as
a component for evaluation of the trust constraints conditions.

Detailed formal language specification based on set and function formalism is
given in the paper by Sandhu [2] for specific constraints of separation of duty in
role based environment. The language semantics is defined by a restricted form
of the first order logic. The formal language provides a useful model to study
properties of conflict of interests, in particular separation of duty.
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The paper by Abadi, et al. [1] presents a logical language for access control
lists. They study the notions of delegation, roles and groups using their logical
language and rules for making access control decisions.

The exploratory work by Moffet and Sloman [I1] is aimed to understanding
policy semantics. The two aspects of a policy are considered: motivation and
actual ability to carry out actions.

3 Basic Conceptual Model

The conceptual model presents the high level organizing principles of the autho-
rization model and defines the strategy chosen to realize the model.

3.1 Policy Elements

In this section we explore the notion of a policy and abstract it into a conceptual
model. This section prepares us for going to the more detailed specification given
in the next section. We start the design of the conceptual model with specification
of the components that are to be modeled. At a conceptual level a policy is a
compound entity, which regulates access to objects.

The notion of an object is central to the policy definition. An object is a target
of requests and it has to be protected. An object can be a physical resource such
as a host or a communication channel, as well as an abstract, higher level entity,
e.g., a bank account.

An access right is a particular type of access to a protected object, e.g., read
or write. The notion of a negative access right is useful to specify many practical
policies. Sometimes it is easier to allow access to all and explicitly disallow access
for those who should not have access.

A condition describes the context in which each access right is granted. A
condition must be satisfied in order to allow an operation to be performed on a
target objec@. Here are several of the more useful conditions [12].

— access identity
Specifies an authenticated access identity (subject) on whose behalf request
to access an object has been issued.

— time
Time periods for which access is granted.

— location
Location of the principal. Authorization is granted to the principals residing
on specific hosts, domains, or networks.

— payment
Specifies a currency and an amount that must be paid prior to accessing an
object.

! However, if the access right is negative, the access is denied if all conditions are

met.
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— quota
Specifies a currency and a limit. It limits the quantity of a resource that can
be consumed or obtained.

— audit
Enables automatic generation of an application level audit data in response
to access requests.

— notification
Enables automatic generation of notification messages in response to access
requests. Specifies the notification method and a receiver.

— trust constraints
Specifies restrictions placed on security credentials. Allows one to validate
the legitimacy of the received certificate chain and the authenticity of the
specified keys.

— attributes of subjects
Defines a set of attributes that must be possessed by subjects in order to get
access to the object, e.g., user age.

Traditional security thinking has been oriented toward authentication as a
prerequisite for authorization. Usually authorization applies after authenticated
requester identity has been established.

In our model policies are treated as the first class citizens. Authentication,
audit and accounting mechanisms are activated by explicit policy requirements,
expressed through conditions. If a policy does not require authenticated user
identity, authentication steps can be ignored or deferred until the policy explicitly
requests it. An example of a policy, which is not concerned with the identity is
“anyone can read file A if $10 is paid”.

Note that in the implementation, some of these conditions might have side
effects. For example, evaluation of payment and quota conditions reduces a
balance somewhere. Evaluation of notification condition results in sending a
message, which is useful in audit.

Unfortunately, side effects might complicate the model. Ignoring the side
effects might cause problems when the side effects create a feedback loop, for
example, when an audit record triggers a network threat detection which affects
the evaluation of subsequent policies, or where payment affects quotas which
affects the ability to perform other operations (once one runs out of money).

Balancing the complexity this adds with the simplicity of the model is still
an open issue, which requires further investigation. Initial ideas on handling the
side effects are given in Section [£.2]

3.2 Basic Definitions and Assumptions

We present our conceptual model based on set and function formalism, algebra
of sets and first order logic. The conceptual model specification is guided by
conventional authorization notions and expected authorization requests.

An elementary policy statement consists of an object component, a positive or
negative access right component and zero or more condition components. Thus,
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to represent the components, we define sets of elements called objects O, positive
rights R, negative rights R and conditions C. All existing policy statements are
contained in the set P. In addition, we define a set of authorization requests Q.

All the sets, except for , are finite dynamic and unordered. The dynamic
property means that sets are not fixed, new elements can be added and existing
elements can be deleted. The finite property assumption requires that at any
particular time, the sets are finite. Negation is applied only to the elements of
the set R to model negative rights. We do not define negative conditions. The
empty set is denoted by 0.

O is finite dynamic non-empty unordered set of object elements:

O ={o01,09,...,0n} . (1)

R is finite dynamic non-empty unordered set of access right elements:

R:{Tl,’l“g,...,’l“n} . (2)

R is finite dynamic non-empty unordered set of negative access right ele-
ments. Set R is constructed from the set R by applying negation to each element
of the set R.

R={-ry,—ray...,7rpn} . (3)

Note that R (R = 0.
C is dynamic unordered set of condition elements with a special condition
element ¢*, which represents an empty condition:

C={c"c1,c2,...,¢n} . (4)
P is finite dynamic unordered set of compound policy elements:

P={p1,p2,---,pn} - (5)

Each element p of the set P represents a set of three elements:
p=1{o,r,c},0€0, re RUR, c€C . (6)

Note that a condition element can be ¢*. When ¢ = ¢* the rights are granted or
denied unconditionally. An example of a practical policy with an empty condition
is: “file A can be read by anyone”.

Q is finite dynamic partially ordered set of compound authorization request
elements:

Q:{qlaq27"'7qn} . (7)

Each element g of the set (Q represents a set of three elements:

q={o,r,c}, 00, r€R, ceC. (8)

The conditions can be represented by different entities, including numbers (see
Section 2], so we can not state finiteness property.
3 The reasoning behind the requirement of the partial ordering of the set Q is discussed
in Section

2
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The elements correspond to the target object (o), requested access right (r)
and a condition constant (¢). The condition constant ¢ represents information
which is matched to the requirements specified in the condition of the relevant
policy statement. In practice, this information can be represented by a set of
credentials, e.g., authenticated user identity. For example, a policy statement
“Anyone can read file A from 8am till 6pm” specifies a time condition. The
request “read (r) file A (0) at 5pm (¢)” specifies current time and is matched to
the time condition in the policy statement.

To make our model practical, special provisions should be made for dealing
with the following situations:

— incomplete data, not known at the authorization time. During network frag-
mentation some data may be inaccessible.

— policy requires a certain event to happen in the future. Statements about
the future do not have truth values until the event described takes place.

— the function used to evaluate conditions does not terminate for the arguments
supplied. Incorrect implementation, bad parameters.

In order to properly deal with these situations we will adopt a three-valued
logic [9], [13].

Three-valued logic is classical boolean (true/false) logic extended with a third
truth value - undefined.

We define an auxiliary set B, consisting of the three constants: true, repre-
sented by T, false, represented by F' and U, meaning uncertainty.

B={T,F,U}. (9)

Table 1 shows the truth tables, when at least one argument is equal to U.

P| Q |P&Q|PVQ
T u u T
u T u T
F U F u
U F F U
V) V) V) V)
Table 1.

In addition, ~U = U. Next we define functions to express an authorization
process.

The by_object function takes a set of policy elements P and request g, which
contains particular object 0 as an argument and returns a subset P’ C P where

this object appears.
P’ = by_object(P,q),

0€0,0€eq, qg={o,r,c}, qeQ, PPCP:Vp eP :p={6,rc}. (10)
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The by_right function takes a set of policy elements P and request g, which
contains particular access right 7 as an argument and returns a subset P’ C P
where this right appears.

P’ =by_right(P,7), 7 € R,
P CP:Vp eP :p={orc}orp ={o-7Tc}. (11)
The eval_cond is a condition evaluation function.
b = eval_cond(c,c), ce C,ce C, be B. (12)

The function M defines positive or negative modality of the policy element.
If the access right, contained in the policy element is positive or negative, the
modality is positive or negative, respectively.

_ [ eval_cond(c,¢), T€R
M{(pi,q) = { —eval_cond(¢,¢), 7€ R,

cep,ceq,TeEp, PP, qeq. (13)

The M function has to be applied to all elements P’ C P. The evaluated modality
of each policy element will be taken with or without the negation — according
to its right. After all the modalities are evaluated, we will take their disjunction.
These operations are performed by the eval_conditions function.

b = eval _conditiods(P’',q) = M(p1,q) \/ M (pa,q) \/ \/ M (pn,q),

p; € P, i =1,n, nisthe cardinality of P’,

PCP geQ, beB. (14)

The resulting value b obeys to the \/ operation for three-valued logic. That is,
eval_conditions returns T if at least one modality gave the result T', F if all
results were F', and U otherwise (i.e., at least one result was U, possible some
F but none T).

The authorization is a composite function:

b = authorization(P,q)

= eval_conditions(P",q) o by_right(P',q) o by_object(P,q) =
= eval_conditions(P",q) o by_object(P’,q) o by_right(P,q) . (15)

The authorization function takes the set of policies P and an authorization
request ¢ as arguments. It returns F', T or U meaning authorized, not authorized
or uncertain. Three-valued logic at the conceptual level has to be mapped to the
two-valued logic at the implementation level. In the end, the access must be
either granted or denied.
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3.3 Time Dependency

Time dependency appears in our conceptual model implicitly. At each instant
only the set of policies which exists at authorization time is considered. All
future or past policies are irrelevant. Note that this does not mean that the
current policy does not depend on the past or future events. Some policies must
take into account the system execution history or the fact that particular event
must have happened for some operation to take place. An example of practical
policy taking into account occurrence of some event is “If one reads file A, then
one can not send” [16]. Some policies may need to know precise time of the event
occurrence, for example for audit purposes. This may require a time-stamping
of certain occurrences and keeping record of them.

3.4 Changes in the Set Membership

Exercising access rights can result in creating new objects and defining new poli-
cies. In the conceptual schema this is represented as adding an element to the
corresponding set. As we discussed in the previous section, changes in member-
ship of the sets R and R depend entirely on the set O.

The deletion of an element from the sets O, R or R entails deletion of each
element from P in which the deleted element appears. To simplify our model we
require that rights can be applied only to the elements of set O. If we allow rights
to be applied to the elements of P, we will have to consider a policy management
model.

3.5 Policy Representation Issues

We do not allow use of the disjunction in representation of elements of the set
P. The disjunctive form policies such as “Tom or Joe can read file A”, “Tom can
read either file A or B” and “Tom can either read or write file A” is modeled by
using separate policy statements.

O ={A, B}, R = {read,write},C = {c*, Tom, Joe},

P = {{A,read, Tom},{A,read, Joe},{B,read, Tom},{A, write, Tom}} .

However, disjunction of policy elements can be used in practice for optimization
reasons. For example, in the implementation of an ACL we can combine several
access rights which correspond to a particular access identity condition.

Let us consider the exclusive OR policy representation: “Tom can read files
A or B, but not both”. This policy is a variant of the Chinese wall policy [6], re-
quired in the operation of many financial services. The policy guards against the
conflict of interest. A consultant can freely chose a company in order to offer an
advice. However, once the company has been chosen, the consultant is manda-
tory denied access to the information about all other companies. This policy can
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be implemented using an additional condition, let us call it trigger_history. This
condition activates the history of execution.

P = {{A,read, Tom, trigger_history},{B,read, Tom,trigger_history}} .

If Tom decides to read file A first, the history is checked, and since initially it
is empty, the right is granted and the information about it is stored. If he tries
to read file B after that, the request will be denied. A history information is
maintained by the system. The history can be centralized or distributed. An
example of implementation of the condition is briefly described in [18]. More
detailed discussion of implementation of the history-dependent access control
policies is given in [10].

In conventional access control models, a subject has been a separate notion.
A subject is an entity on whose behalf a request to access an object has been is-
sued. Traditionally, policy conceptualization is based on three basic entity types:
objects, access rights and subjects. Some of the possible logical groupings of these
entities, such as ACL and capability, have become practical implementations of
the Lampson matrix [§].

In the ACL based systems, policies are grouped by objects. A typical ACL is
associated with an object (or a group of objects) to be protected and enumerates
the list of authorized subjects and their rights to access the object.

In the capability-based systems, policies are grouped by subjects. A capability
lists sets of objects accessible by the subject along with the types of access rights.

These logical grouping can be represented in our model.

ACL An ACL consists of a set of ACL entries. An ACL entry is analogous to
a policy element p, where all conditions are access identity.

Consider a policy: “Tom and Bob can read and write file A”. We can translate
this policy into our policy model as:
“Tom (condition ¢;) and Bob (condition c2) can read (positive right r1) and
write (positive right 7o) file A (object 01) “. We need four policy elements to
represent this policy:

p1 = {017T1701}7
p2 = {o1,72,c1},
p3 = {o1,11,¢2},

ps = {o1,72,¢2} .

This way of specification and storage of the policy is tedious and inefficient.
To represent an ACL, we adopt three modifications to the representation of
a policy element p specified in(@):

1. An ACL is associated with each object, so the object is implicit and is
omitted from the policy elements.

2. Conditions are listed first, then access rights. This order is closer to the
traditional ACL specification.

3. We allow disjunction of either positive or negative access rights.
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Now we need only two ACL entries to represent the policy:

p1 = {c1,71 V 12},
p2 = {CQ,’I“l \/7"2} .

Furthermore, if we allow conditions to be aggregated into a single entry when
the same set of access rights applies to all of them, we need only one policy
statement to represent the policy: p1 = {¢1 V 2,71 V ra}.

by_object function returns all policy statements associated with the given
object. The returned set of policies P’ conceptually represents an ACL associated
with the object 0.

Capability To demonstrate how capabilities can be represented, we define func-
tion by_condition, which takes the set of policies P and particular condition ¢
as arguments and returns a subset P’, where this condition appears. Intuitively,
this function returns all policy statements associated with the given condition.

P’ = by_condition(P,¢), ce C, PP C P:Vp' € P':p' = {o,r,C}.

Note that if the condition constant ¢ specifies particular access identity (subject),
then the returned set of policies P’ conceptually represents a capability possessed
by the subject identified by the condition ¢. Next the set P’ can be passed
to the authorization function along with an authorization request for further
evaluation.

Representation of a capability is quite similar to that of an ACL. A capability
is associated with each subject, so the subject is implicit and is omitted from
the policy element. Thus, each policy statement contains only elements, which
represent objects and access rights.

More detailed discussion of the implementation of ACL and capability can
be found in [I4].

4 Extended Conceptual Model

The extended conceptual model expands upon basic conceptual model entities
and interactions. The notion of a policy hierarchy is introduced. The design work
at this level addresses condition side-effects issues.

4.1 Refinements

In this section we describe further refinements of our basic entities. A policy
statement may specify several conditions of different types, for example: “Tom
can read file A only between 9am and 6pm”. This policy defines two conditions:
access identity and time. In (6) we have considered only one condition in the
policy statement. All existing conditions were aggregated into one set (@). Now
we extend the notion of a condition to be distinguished not only by an identifier
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but also by a type. Each condition element has just one type. We assume that
at each instant S condition types exist. We represent these different condition
types by S disjoint sets:

k=1,S i,j=1,5i#j

c= e ) ¢=0. (16)

Now we define a totally orderedd set C. Each element of this set is constructed
from one element of the S disjunctive sets. Intuitively this means that each
element of C' consists of S condition elements of different types, some of the
elements can be c*.

C = {c",&.,5), dec, i=1,5. (17)

We define S condition evaluation functions for each condition type. In our policy
example we define two function for checking access identity and current time.

b = eval;(¢',¢), ¢ € C', & € C*, be B, evaly(c*,c")=T,i=1,5. (18)

From (#2)) and ([5) we observe that if at least one of the policy statements
evaluates to T', the authorization will be granted. This behavior may not be
always desirable. For example, we would want a policy assigned by the system
administrator to take precedence over the one assigned by an individual user.
This requires the means of specifying a hierarchical relationship among policy
statements.

The hierarchy of policies is modeled by assigning priorities. We do not at-
tempt to give a full theoretical development of the method of assigning priorities
here. The essential requirements is that one should be able to decompose the
whole policy into totally ordered policy statements. To express policy priori-
ties, we define set W. W is a finite totally ordered set of elements that can be
compared (e.g., integers).

W = {wy,ws,...,w,}, w; <wj, i,j=1,L,1<j, Listhe cardinality of W .
We redefine element g, given in (§) in the following way:
g={0,r, 2, ...}, 0c0,7reR, T el i=18q¢qeQ. (19)

We extend (B) in two ways: 1) each element p has an additional component w,
which denotes priority of this element. 2) condition component is represented by
a set of C condition constants of different types.

p:{O,T,él7w},O€O,TERUR7 CN"QawGW,pEP. (20)

Figure 1 illustrates representation of a policy element p.

4 The reasoning behind the requirement of the total ordering of the set C is discussed
in Section
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The by_priority function takes a set of policies P as an argument and returns a
subset P’ with the maximum priority. The ordering in the set W determines the
policy statement which is enforced if several policy statements are simultaneously
satisfied. Note that if the set P’ contains more then one element, the elements
have equal priorities. In this case, if any of the policy statements is satisfied,
authorization is granted.

P’ = by_priority(P),

P CP:VpeP, p':{o,r,é,@}, @:maX(Vw:p:{o,r,é,w} eP).

We redefine eval_cond function given in ([IZ) in the following way: 2y
eval_cond = evaly (¢', ") &evaly(?,32)&...&eval 5 (T, ),
deC,deC,i=1,8,

b = eval_cond(p), p€ P, b€ B.. (22)

The eval_cond function is a short hand notation for representation of conjunction
of the results, obtained by applying eval; to corresponding condition constants
from the policy element p. All conditions must be met simultaneously in order
to satisfy the authorization request.

The resulting value b obeys to the & operation for three-valued logic. That
is, eval_cond returns T if all elements gave the result T', F' if at least one result
was F', and U otherwise (i.e. at least one result was U, possible some T but none
F.
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We redefine authorization function given in (I5) in the following way:
b = authorization(P,q) =
= eval_conditions(P", q) o by_priority(P") o by_right(P’,q) o by_object(P,q) =
= eval_conditions(P",q) o by_priority(P") o by_object(P’,q) o by_right(P,q),
P"CP'CPCP qeQ, beB. (23)

Figure 2 illustrates the authorization function.

g = (fileA, read, Tom, $10)
eval_conditions(P’’, ) = T/F/U

P’JJ: {RL’ p}
P = (fileA, read, 5, Tom, $10)

p,= (fileA, read, 5, Ken)

authorization(P, g) = eval_conditions(P"’’, q) o by_priority(P"") o by_right(P', q) o by_object(P, q) =
= eva_conditions(P’’, g) o by priority(P"’) o by_object(P, q) o by _right(P,q) = T/F/U

Figure 2.

4.2 Discussion of Condition Side-Effects

The total order property of the set C defined in (I8) requires that policy ele-
ments that differ only by the order of condition elements are considered to be
distinct. This property is important to deal with possible side effects caused
by the condition evaluation. Consider a policy “Tom can read file A only if
notification is sent (notification condition) and system threat condition is low
(threat_level low condition)”. Assume that current system threat level is low. As-
sume that the notification about Tom reading file A triggers high system threat
level. There are two ways to represent the policy in our model:

p1 = {A, read, Tom, threat_level low, noti fication},

p2 = {A, read, Tom, noti fication, threat_level low} .
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The evaluation of p; results in access grant, however evaluation of py results in
denial.

In this section we will discuss determining the correct order of the condition
elements in the policy statement p defined in (20).

System State Representation To discuss side effects produced by evaluation
of some conditions, we introduce time into our model explicitly. Time is discrete
and is represented by a totally ordered set of natural numbers. Each number
corresponds to a discrete time interval. A time interval is related to a condition
evaluation process.

To simplify our presentation, we assume that dependent authorization re-
quests do not overlap. The effects of the dependent requests are resolved by
serialization, in which the requests are ordered by the cause-effect ordering.

Similarly, we assume that conditions are evaluated consecutively. These two
assumptions enable us to concentrate on a single condition evaluation per each
time interval and, therefore, avoid the problem of coordination of multiple con-
dition evaluation processes.

Figure 3 illustrates our representation.

|t ti+l  titn .
— ! — 1 time
authorization | ! Lo !
| et R o |
S — Do 1

request completed
(T/F/IU isreturned)

authorization
request Rj+1

system state
Figure 3.

A time interval begins when a condition evaluation starts and it ends when
the condition evaluation is completed with the resulting T'/F/U. This means
that the duration of the time intervals can vary.

The general idea underlying our approach is that the system state can be
formalized by a sequence of system states S, S?, ..., S*. Each system state S’
is labeled by the time interval 1.

By a system state we mean not only information describing a particular com-
puter system such as system load, network bandwidth consumption, number of
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available processors, but also all information about the real world which is repre-
sentable in a computer system, for example: bank account balance, temperature,
user identity.

Here any system state S° is all the information that has been deduced up to
the time interval i. The information is represented by a set of system variables.
The information is partial, since some system variables can be undefined at some
time intervals.

At each time interval i there is a transition S* — S*t'from the current
system state S’ to the new system state S**!. Each transition is characterized
by updating the values of some system variables. The variables can change not
only as the result of condition evaluation but also because of other events, e.g.,
system load is altered. All side effects of condition evaluation are recorded in the
corresponding system variables.

Classification of Conditions In this section we present a taxonomy of condi-
tions. We say that a condition writes system state, if the condition evaluation
function changes values of some system variables.

The fact that evaluation of condition ¢ changes value of the system variable
j is represented by the notation c¢(S%) — S;-H.

We say that a condition reads system state if the condition evaluation
function requires reading of particular system variables.

The fact that evaluation of condition ¢ requires the value of the system vari-
able j is represented by the notation C(S;) — Gt

We say that a condition ¢ depends on condition ¢, if condition ¢ requires
reading of some system variables, which are written by the condition c.

The fact that condition ¢ requires the value of the system variable j, which
is written by the condition ¢ is represented by the notation: ¢(S}) < E(S;H).

Conditions are classified by the read/write system state property:

— read conditions read system state but do not write system state, for ex-
ample time, location and system load.

— write conditions write system state and may read system state, for ex-
ample, payment. Payment requires checking for the presence of required
amount (read system variable k) and reducing the balance by the requested
amount (write system variable k). This is represented as: ¢(S%) — S,

Note that write conditions must be evaluated before the read conditions
that are dependent on them.

Designing the condition ordering algorithm that satisfies the ordering require-
ments falls into the realm of scheduling of processes with precedence constraints
and is outside of the scope of this paper.

Condition Representation and Evaluation Read conditions such as access
identity and location appearing in the authorization request, specify a set of
constants which must be matched against a corresponding set of constants found
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in the policy elements. These conditions are represented by a set C'. This set is
constructed from a set of all condition constants passed in authorization requests
q defined in ([[3), a set of all condition constants contained in policy elements p
defined in (0) and a set of operations M. Condition evaluation function for this
type of conditions returns T if applying operation m, (m € M) to the condition
constants evaluates to T', otherwise it returns F'.

For example, a set of operations M may contain (C). If m =C, condition
evaluation function returns T'if ¢* C ¢!, (¢! € Ct, ¢! € C'), otherwise it returns
F.

Some conditions, such as system load, can be represented numerically.
These conditions are evaluated by comparing numbers (natural, integer or real).
Therefore, we can define the set of operations as
M={=4#,<,>,< >}

Write conditions, such as notification and audit specify the name of a
system variable, whose value must be changed, and the new value. Condition
evaluation function for these conditions returns 7T if the updating of the system
variable succeededﬁ7 and F' otherwise.

Unfortunately not all conditions can be represented in this way. In practice,
conditions can be application-specific and complex. The problem is how an in-
formal specification of the condition can be transformed into a precise formal
mathematical structure, within which we can actually prove things about the
properties, such as computability and polynomial-time decidability.

5 Conclusions and Future Work

In this paper we presented a conceptual model for authorization in distributed
systems. We introduced precise semantics for policy representation and evalu-
ation. The semantics is defined independently from underling security mecha-
nisms and is separate from implementation. The flexibility of the model makes
it possible to represent existing access control mechanisms.

We believe that the model provides an effective way to understand and em-
ploy authorization policies in distributed systems.

We have begun to investigate the side-effects of the condition evaluation.
Through the use of the side effects, in our current work we consider integrating
intrusion and misuse detection systems with applications using our model.

We hope that this model will lead to other insights about authorization
policies. We are looking for possible ways to restrict condition expressiveness to
guarantee policy computability and polynomial-time decidability.

5 Updating the system variable can fail due to various reasons, for example we might
be unable to append audit information to the audit log because the disc space has
been exceeded.
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Abstract

We present a new model for authorization that inte-
grates both local and distributed access control policies
and that is extensible across applications and administra-
tive domains. We introduce a general mechanism that is
capable of implementing several security policies includ-
ing role-based access control, Clark-Wilson, ACLs, capa-
bilities, and lattice-based access controls. The Generic
Authorization and Access-control APl (GAA API) provides
a generic framework by which applications facilitate ac-
cess control decisions and request authorization informa-
tion about a particular resource. We have integrated our
systemwith the Prospero Resource Manager and Globus Se-
curity Infrastructure.

1 Introduction

The conventional concept of an Access Control List
(ACL) isthearchitectural foundation of many authorization
mechanisms. A typical ACL isassociated with an object to
be protected and enumeratesthe list of authorized users and
their rights to access the object. Access rights are selected
from apredefined fixed set built into the authorization mech-
anism. Specification of the subjectsis bound to the particu-
lar security mechanism employed by the system. Thelimita-
tions of the traditional access control model become appar-
ent when it is applied in a heterogeneous, administratively
decentralized, distributed environment.

Thevariety of servicesavailableonthelnternet continues
toincrease and new classes of applications are evolving, in-

O1n Proceedings of the DARPA Information Survivability Conference
Exposition, January 2000. Hilton Head, South Carolina.
00-7695-0490-6/99 $10.00 (© 1999 |EEE

cluding metacomputing, remote printing, and video confer-
encing. Theseapplicationswill requireinteractionsbetween
entitiesin autonomous security domains. The generic tradi-
tional access rights may not be sufficient for some applica-
tions to express authorization requirements. For example, a
site might be willing to make its resources availabl e to oth-
ers, but l[imited to maximum CPU and memory utilization or
based on a requirement for payment. Itisdifficult to specify
such security policiesin terms of conventional ACLS.
Specification of security policiesfor principalsfrommul-
tiple admini strative domains poses additional problems:

e Inamultipolicy environment, policy integration should
incorporate the diverse authorization models that can
coexist in adistributed system.

e The implementation will require integration of differ-
ent sets of policies associated with the domain provid-
ing resources, the domain requesting resources and the
individual userswithin each domain.

e There are multiple mechanisms for authentication of
usersin different domains. Therefore, there may be no
single syntax for specification of principals.

e Administrators of each domain might use domain-
specific policy syntax and heterogeneous implementa-
tions of the policies. Generalizing the way that appli-
cations define their security requirements provides the
means for integration and trandlation of security poli-
cies across multiple authorization models.

This paper describes an authorization framework de-
signed to meet these needs. Our framework is applicablefor
awide range of systems and applications.

It includes a flexible mechanism for security policy rep-
resentation and provides the integration of local and dis-
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tributed security policies. The system supports the com-
mon authorization requirements and provides the means for
defining and integrating application or organization specific
policies as well. We show how this mechanism can imple-
ment role-based access control, Clark-Wilson model, and
lattice-based policies.

Our framework consists of two components, apolicy lan-
guage and the Generic Authorization and Access-control
API.

¢ Policy language

The language alows us to represent existing access
control models (e.g. ACL, capability, |attice-based ac-
cess controls) in auniform and consistent manner. Au-
thorization restrictions allow the administrator to de-
finewhich operations are allowed, and under what con-
ditions (e.g., user identity, group membership, or time
of day). Theserestrictionsmay implement application-
specific policies.

o Generic Authorization and Access-control APl

A common access control API facilitates the appli-
cation integration of authentication and authorization.
This API allows applications to request the authoriza-
tion policy information for aparticular resource and to
evaluate this policy against credentials carried in the
security context for the current connections. Applica-
tions invoke the GAA API functions to determineif a
requested operation or set of operationswas authorized
or if additional checks are necessary.

2 Reated Work

There has been recent work elsewhere on access control
models for Internet user agents [7], [8]. These models ap-
ply to the Javakey utility as an authentication mechanism
and use public key digital signatures. Our model is gen-
eral enough to use a variety of security mechanisms based
on public or secret key cryptosystems. Also, our model is
application-independent whereas the modelsin [7] and [8]
apply primarily for browser-like applications.

The Generalized Access Control List (GACL) frame-
work described by Woo and Lam [3] presents a language-
based approach for specifying authorization policies. The
main goal of the GACL framework is merging policiesasso-
ciated with different objects and to resolve complex depen-
dencies. GACL allowsspecification of theinheritancerules;
accessrights can be propagated from one object to the other.
A gacl may reference other gacls in its entries. The bene-
fit of the GACL approach is the ability to omit redundant
information but it may require the retrieval and evaluation
of morethen onegacl. Specification of policy dependencies
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withinheritanceiserror-proneand may resultin circular de-
pendency of the policies and inconsistency may result.

Moreimportantly, the expressive power of GACL islim-
ited to that of ACL-based schemes and provides no sup-
port for capabilities and multi-level security systems. The
GACL model supports only system state-related conditions
within which rightsare granted, such as current system load
and maximum number of copies of aprogramto be run con-
currently. Thismay not be sufficient for distributed applica-
tions. Our model allows fine-grained control over the con-
ditions.

Policy management issues were addressed by Blaze, et.
al. [9] with aclaim that using PolicyMaker strengthens se-
curity. Because PolicyMaker credentialsbind granted rights
to public keys, instead of identities, thiseliminates one level
of indirection. Unfortunately, this binding complicates au-
thorization management, and as applied in cases where a
system uses X.509 or PGP certificates, thisbinding is depen-
dent on the application which trandlates credentials to the
PolicyMaker format.

Policies in the PolicyMaker format are easily expressed
in our framework. We treat security policies as a set of op-
erations that subjects are allowed to perform on the targeted
objects, and optional constraints are placed on the granted
operations. The basic question of access control is whether
asubject is allowed to perform a requested operation. The
GAA API providesacommon interfacefor asking thisques-
tion. In contrast, to use PolicyMaker an application devel-
oper must define an application-specific language describ-
ing the requested operation. This language might not be
reusable across different application domains.

The related work described so far presents static policy
evaluation mechanisms. Decisions are based on a set of
policies and credential s presented at the time of the request.
In contrast, our framework allows dynamic policy evalua
tion where credentials can be requested from the client or
from third parties during recursive evaluation of policies
within the API.

3 Overview of the Framewor k

Our framework isappliedto distributed systemsthat span
multi ple autonomous admini strative domains without a cen-
tral management authority. Applications may impose their
own security policies and use different authentication ser-
vices, e.g. Kerberos, DCE or X.509 certificates. We assume
that within adistributed system, multiple independent appli-
cations coexist.

Theindividual security requirements of each application
are reflected in application-specific security policies. There
might exist common ACL sthat apply to sets of applications.
Therefore, we designed a flexible and expressive mecha-
nism for representing and eval uating authorization policies.



It is general enough to support avariety of security mecha
nisms based on public or secret key cryptosystems, and it is
usable by multiple applications supporting different opera-
tions and different kinds of protected objects.

The major components of the architecture are:

o Authentication mechanisms perform authentication of
users and supply credentials.

e A group server maintains group membership informa-
tion.

e The GAA API; Applications call GAA API routines
to check authorization against an authorization model.
The API routines obtain policies from local files, dis-
tributed authorization servers, and from credentials
provided by the user. They combine local and dis-
tributed authorization information under a single API
based on the requirements of the application and appli-
cable palicies.

o Delegationissupported by delegation credential s, such
as restricted proxies [1], or through other delegation
methods.

3.1 Policy Language

The security policy associated with a protected resource
consists of a set of allowed operations, a set of approved
principals, and optional operation constraints. For exam-
ple, asystem administrator can definethefollowing security
policy to govern access to a printer: " Joe Smith and mem-
bers of Department1 are allowed to print documents Mon-
day through Friday, from 9:00AM to 6:00PM”. This pol-
icy can be described by an ACL mechanism, wherefor each
resource, a list of valid entities is granted a set of access
rights. The same policy canbeimplemented using acapabil-
ity mechanism. However, to do so, traditional ACL and ca
pability abstractions must be extended to allow conditional
restrictions on access rights. Therefore, in implementing a
policy, it should be possible to define:

1) accessidentity

2) grantor identity

3) aset of accessrights

4) a set of conditions

The policy language represents a sequence of tokens. Each
token consists of:

e Token Type
Defines the type of the token. Tokens of the same type
have the same authorization semantics.

e Defining Authority

Indicates the authority responsible for defining the
value within the token type.
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e Val ue

The value of the token. Its syntax and semantics are
determined by the token type. The name space for
the value is defined by the Def i ni ng Aut hority
field.

Therest of this section describes the user-level representa-
tion of the policy language tokens, which can be used to im-
plement both ACLsand capabilities. More precise syntax is
given in the Appendix.

3.1.1 Specification of Access|dentity

The access identity represents an identity to be used for ac-
cess control purposes. The authorization framework sup-
ports the following types of access identity: USER, HOST,
APPLI CATI ON, CA (Certification Authority), GROUP and
ANYBODY. Where ANYBODY represents any entity regard-
less of authentication. Thismay be useful for setting the de-
fault policies. Thetype of accessidentity isuseful in deter-
mining which additional credentials are needed (see section
3.3). Principals can be aggregated into a single entry when
the same set of access rights and conditions appliesto all of
them.

Our framework supports multipleexisting principal nam-
ing methods. Different administrative domains might use
different authentication mechanisms, each having a par-
ticular syntax for specification of principals. Therefore,
Def i ni ng Aut hori ty for access identity indicates the
underlying authentication mechanism used to provide the
principal identity. Value represents the particular principal
identity.

3.1.2 Specification of Grantor |dentity

The grantor identity represents an identity used to specify
the grantor of a capability or a delegated credential. Its
structureissimilar to the one of the accessidentity described
in the previous subsection.

3.1.3 Specification of Access Rights

It must be possible to specify which principals or groups of
principals are authorized for specific operations, as well as
who is explicitly denied authorizations, therefore we define
positive and negative access rights.

All operations defined on the object are grouped by type
of accessto the object they represent, and named using atag.
For example, the following operations are defined for afile:

Token Type: pos.access rights
Defini ng Authority: local_-manager
Val ue: FILE:read,write execute



However, in abank application, an object might beacus-
tomer account, and the following set of operations might be

defined:
Token Type: pos.access rights

Def i ni ng Aut hority: local_manager
Val ue: ACCOUNT:deposit,withdraw,transfer

3.1.4 Specification of Conditions

Conditions specify thetype-specific policiesunder which an
operation can be performed on an object. A conditionisin-
terpreted according to its type. Conditions can be catego-
rized as generic or specific. Generic conditions are evalu-
ated within the access control API; specific conditions are
application-dependent and usually are evaluated by the ap-
plication. These are several of the more useful generic con-
ditions[1].

e time

Time periods for which accessis granted.

e |ocation

Location of the principal. Authorization is granted to
the principals residing on specific hosts, domains, or
networks.

e message protection
Required confidentiality/integrity message protection.
Thiscondition specifiesalevel or mechanismthat must
be used for confidentiality or integrity if accessisto be
granted.

e privilege constraints
Specifies well-formed transactions and separation of
duty constraints. For more details see Section 8.

e multi-level security constraints
Specifies mandatory confidentiality and integrity con-
straints. For more information see Section 9.

e payment
Specifies a currency and an amount that must be paid
prior to accessing an object.

e uota
Specifies a currency and alimit. It limits the quantity
of aresource that can be consumed or obtained.

¢ strength of authentication

Specifies the authentication mechanism or set of suit-
able mechanisms, for authentication.
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e trust constraints

Specifies restrictions placed on security credentials.
For more information see Section 6.

e attributesof subjects

Defines a set of attributes that must be possessed by
subjectsin order to get access to the object, e.g. secu-
rity label.

If generic conditions are not sufficient for expressing
application-specific security policies, applications specify
their own conditions. Anything that can be expressed as
an alphanumeric string can be a condition. The application
must provide evaluation rules for the application-specific
conditions, or be prepared to eval uate the condition once the
authorization call completes.

3.1.5 Extended AccessControl Lists(EACLYS)

Extended Access Control Lists(EACLs) extend the conven-
tional ACL concept by allowing one to specify conditional
authorization policies. These areimplemented asconditions
on authentication and authorization credentials. An EACL
is associated with an object and liststhe subjectsallowed to
access this object and the type of granted access. For ex-
ample, the following EACL implements policy stating that
anyone authenticated by Kerberos.V5 has read accessto the
targeted resource and any member of group 15 connecting
from the USC. EDU domain has read and write accessto the
object.

Token Type: accessid ANYBODY

Def i ni ng Aut hority: none

Val ue: none

Token Type: pos.access rights
Def i ni ng Aut hority: local_manager
Val ue: FILE:read

Token Type: authentication_mechanism
Def i ni ng Aut hority: system manager
Val ue: kerberos.V5

Token Type: accessid GROUP
Defi ning Aut hority: DCE
Val ue: 15

Token Type: pos.access rights
Defini ng Authority: local_manager
Val ue: FILE:read FILE:write

Token Type: location
Defini ng Authority: system_manager
Val ue: *.USC.EDU



The framework supports various strengths of user au-
thentication. A user may be granted adifferent set of rights,
depending on the strength of the authentication method used
for identification. Specification of weaker authentication
methods including network address or username will allow
the GAA API to be used with existing applications that do
not have support for strong authentication.

Objects that need to be protected include files, directo-
ries, network connections, hosts, and auxiliary devices, e.g.
printers and faxes. Our authorization mechanism supports
these different kinds of objects in a uniform manner. The
same EACL structure can be used to specify access policies
for different kinds of objects. Object names are drawn from
the application-specific name space and are opaque to the
authorization mechanism.

When a protected object is created, an EACL is associ-
ated with the object. The management of EACLSs, including
giving authority to modify an EACL, is supported through
inclusion of entries specifying which principals are allowed
to modify the EACL. The control permissions comprise a
separate set of accessrights named with the tag MANAGE-
MENT. Torestrict theability to passthe control permissions
to others a condition no_delegation may be specified asso-
ciated with such entries.

3.1.6 Capabilities

Here we present an implementation of a capability. The ex-
ampl e states that the capability granted by the group admin
permits read access if the capability is presented during the
specified time period.

Token Type: grantor.id GROUP
Def i ni ng Aut hority: kerberos.V5
Val ue: admin@USC.EDU

Token Type: pos.access rights
Def i ni ng Aut hority: local_-manager
Val ue: FILE:read

Token Type: timewindow
Def i ni ng Aut hority: eastern_timezone
Val ue: 8:00AM-5:00PM

3.2 EACL evaluation

Thepolicy language we presented supports authorization
model s based on the closed world model, when all rightsare
implicitly denied. Authorizations are granted by an explicit
listing of positive accessrights. Restrictions placed on pos-
itive access rights have the goal of restricting the granted
rights. The meaning of conditions on negative (denied) ac-
cess rights is unclear. We intend to investigate this issue,
however, for the time being, we require that:
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1) A single EACL entry must not specify both positive
and negativerights.

2) If an EACL entry specifies negativerights, it must not
have any conditions. If both negative and positive autho-
rizations are allowed in individual or group entries, incon-
sistencies must be resolved according to resolution rules.
The design approach we adopted allows the ordered inter-
pretation[11] of EACLs. Evaluation of ordered EACL starts
from the first to the last in the list of EACL entries. The
resolution of inconsistent authorization is based on order-
ing. The authorizations that already have been examined
take precedence over new authorizations. Other interpreta-
tions were possible, but we found that for many such poli-
cies, resolution of inconsistencies was either NP-Complete
or undecidable.

There may be interactions when independent credentials
are used, e.g., one set of credentials causes denial, but the
other causes accept. A user may chose to withhold creden-
tialsthat it believes may result in adenial. The administra-
tor must deal with these issues by carefully setting policies
inan EACL. Conflicts may arise when more then one entry
applies. For example, one matching entry specifies individ-
ual subject (user, host or application), and another matching
entry specifiesa certain group name. In this case, we would
require the entry for the individual subject to be placed be-
fore the entry for the group (assuming the policy expressed
for the individual subject entry isan exception to the policy
expressed for the group entry). When several EACL entries
with different conditionsapply, entries for which conditions
are not satisfied will not affect the outcome of the authoriza-
tion function.

An ordered evaluation approach iseasier to implement as
it allows only partial evaluation of an EACL and resolves
the authorization conflicts. The problem with this approach
is that it requires total ordering among authorizations. It
requires careful writing of the EACL by the security ad-
ministrator and is error-prone. An improper order of the
EACL entries may result in discrepancies between the in-
tended policy and the one that resultsfrom evaluation of the
EACL. It might be useful to have a separate module[4], [9],
that would help verify and debug the EACL to assurethat it
expresses the desired policy.

3.3 Credential evaluation

Credentialsaretrandatedtothe GAA API internal format
and placed into the GAA API security context. When evalu-
ating an EACL, the security context is searched for the nec-
essary credentials. Assumethat filedoc.txt hasthefollowing
EACL shownin Table 1. stored in the authorization data
base:
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IDENTITY ACCESSRIGHTS
TOKEN TYPE access id_USER pos_access _rights
#1| DEF. AUTHORITY KerberosvV5 local_manager
VALUE tom@ORG.EDU FILE : read

IDENTITY ACCESSRIGHTS
TOKEN TYPE access_id GROUP pos_access_rights
KerberosV5 local_manager

VALUE

admin@ORG.EDU

FILE : read,write
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|
|
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! | #2| DEF. AUTHORITY
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‘

IDENTITY ACCESSRIGHTS
TOKEN TYPE access_id_USER pos_access_rights
#3| DEF. AUTHORITY KerberosV5 local_manager
VALUE joe@ORG.EDU FILE : write
Table 1

Credentialsmay have optional conditionsassociatedwith
the granted rights. Assume the following credentials are
stored in the security context associated with the user Tom.

| dentity credential:

access_id_USER kerberos.v5 tom@ORG.EDU
condi ti on: timewindow pacific_tzone 6am-7pm

Group membership credential :

access_id_GROUP kerberosV'5 admin@ORG.EDU
condi ti on: privilegerestricted

Delegation credential :

grant or: grantor_id_USER kerberosV'5 joe@ORG.EDU
gr ant ee: accessid_-USER kerberosV5 tom@ORG.EDU
obj ect's: doc.txt

ri ghts: pos.access.rightslocal_manager FILE:write
condi ti on: location local_manager *.org.edu

Let’sconsider arequest from auser Tom who is connect-
ing from the ORG.EDU domainto writeto thefile doc.txt at
5pm.

In evaluating the EACL, the first entry does not grant
the requested operation, however the second entry grants
it. The evaluation function will then check the security
context for the group admni n membership credential. The
proper credential is found, however, there is a condition
privilege:restricted. This means that Tom can
usethisprivilegeonly if logged in asan administrator. Eval-
uation continues. Thethird entry grantsthe requested opera-
tion. The evaluation function will look for a delegation cre-
dential fort om@RG EDUissued by j oe @)RG EDU. The
appropriate del egation credential isfound. The conditionon
location™* or g. edu issatisfied, so therequested accesswill

be granted.

3.4 Generic Authorization and Access-control
API (GAA API)

In this section we provide a description of the main GAA
API routines.

3.4.1 GAA API functions

Thegaa_get _obj ect _pol i cy_i nf o function is called
to obtain the security policy associated with the object.

e Input:

— Reference to the object to be accessed. The
identifier for the object is from an application-
dependent name space, it can be represented as
unique object identifier, or symbolic name local
to the application.

— Pointer to application specific Authorization
Database.

— Upcall function for theretrieval of the object pol-
icy. The application maintains authorization in-
formation in a form understood by the applica-
tion. It can be stored in afile, database, directory
service or in some other way. The upcall function
provided for the GAA API retrievesthisinforma-
tion and trandates it into the internal representa-
tion understood by the GAA API.

e Output:
— Object policy handle

The gaa_check_aut hori zat i on function tells the
application server whether the requested operations are au-
thorized, or if additional application-specific checks are re-
quired.

e Input:
— Object  policy handle, returned by
gaa_get obj ect policy.nfo
— Principal’s security context (see section 3.5.1)

— Operations for authorization. This argument in-
dicates requested operations.

e Output:

— YES (indicating authorization) is returned if all
requested operations are authorized.

— NO(indicating denial of authorization) isreturned
if at least one operation is not authorized.



— MAYBE (indicating aneed for application-specific
checks) isreturned if there are some unevaluated
conditions and additional application-specific
checks are needed, or if continuous evaluation of
conditionsis required.

— detailed answer contains:

* Authorization valid time period. Thetime
period during which the authoriza-
tionis granted is returned as condition to be
checked by the application.

Expiration time is calculated by the GAA
API, based on:
1. Time-related conditions in the object
policy, e.g. EACL matching entries.
2. Restrictions in the authentication and
authorization credentials.

* The requested operations are returned
marked as granted or denied along with alist
of corresponding conditions, if any. Each
conditionismarked as evaluated or not eval-
uated, and if evaluated marked as met, not
met or further evaluation or enforcement is
required. This tells the application which
policies must be enforced.

* Information about additional security at-
tributes required. Additional credentials
might be required from clients to perform
certain operations, e.g. group membership
or delegated credentials.

e gaa.i nqui re_obj ect policy.info
Thisfunction allows the application to discover access
control policies associated with the targeted object ap-
plied to a particular principal. It returns alist of rights
that the principal is authorized for and corresponding
conditions, if any. The application must understand the
conditionsthat are returned unevaluated, or it must re-
ject the request. If understood, the application checks
the conditions against information about the request,
the target object, or environmental conditions to deter-
mine whether the conditions are met. Actual enforce-
ment of policies expressed through application specific
conditionsistheresponsibility of the applicationandis
outside of the scope of this paper.

34.2 GAA API Security Context

The security context isa GAA API data structure. It stores
information relevant to access control. Some of its con-
stituents are listed here:

Identity Verified authentication information, such as prin-
cipal ID for aparticular security mechanism. To deter-
mine which entries apply, the GAA API checksif the
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specified principal ID appearsin an EACL entry that is
paired with aprivilegefor the type of access requested.

Authorization Attributes Verified authorization
credentials, such as group membership, group non-
membership, delegation credentials, and capabilities.

Evaluation and Retrieval Functionsfor Upcalls These
functions are called to evaluate application-specific
conditions, to request additional credentials, and to ver-
ify them.

4 Creation of the GAA API security context

Prior to calling thegaa_check_aut hori zat i on
function, the application must obtain the authenticated prin-
cipal’s identity and store it in the security context. This
context may be constructed from credentials obtained from
different mechanisms, e.g. GSS API, Kerberos, or others.
This scenario places a heavy burden on the application pro-
grammer to provide the integration of the security mecha-
nism with the application. A second scenario is to obtain
the authentication credential s from a transport protocol that
already has the security context integrated with it. For ex-
ample, the application can call SSL or authenticated RPC.
Inthis caseg, it istheimplementation of the transport mecha
nism (usually written by someone other than the application
programmer) which calls the security API requesting prin-
cipal’sidentity.

The principal’ s authentication information is placed into
the security context and passed to the GAA API. When addi-
tional security attributes are required for the requested oper-
ation, thelist of required attributesis returned to the applica-
tion, which may request them. Through the security context,
the application may provide the GAA API with an upcall
function for requesting required additional credentials. The
credentialspulled by the GAA API are verified and added to
the security context by the upcall function.

5 An Extended Example

To illustrate our approach we describe a simple Printer
Manager application, where protected objects are printers.
The Printer Manager accepts regquests from users to access
printers and invokes the GAA API routines to make autho-
rization decisions, under the assumption that the administra-
tor of the resources has specified the local policy regarding
the use of the resources by means of EACL files. Thesefiles
are stored in an authorization database, maintained by the
Printer Manager.



5.1 Conditions

Administrators will be more willing to grant access to
the printers if they can restrict the access to the resources
to only users and organizations they trust. Further, the ad-
ministrators may need to specify time availability, restric-
tions on resources consumed by the clients and accounting
for the consumed resources. To specify these limits, the
Printer Manager uses generic conditions, such astime, loca-
tion, payment and quota. Asan exampleof Printer Manager-
specific condition, consider printer load, expressed as max-
imum number of jobs that may be in the queue.

5.2 Authorization Walk-through

Herewe present an authorization scenario to demonstrate
the use of the authorization framework for the case of print-
ing a document. Assume Kerberos V5 isused for principal
authentication. Assumethat printer ps12a hasthe following
ordered EACL shownin Table 2. stored in the Printer Man-
ager authorization database.

IDENTITY
access id_USER
Kerberosv'5 local_manager
j0P@ORG.EDU| PRINTER : submit_print_job

ACCESSRIGHTS
pos_access rights.

CONDITIONS
printer_load
local_manager
20%

TOKEN TYPE
| | #1| DEF. AUTHORITY
VALUE

time_window

pacific_tzone
6AM-8PM

IDENTITY
access_identity_GROUP
Kerberosvs

operator@ORG.EDU

ACCESSRIGHTS

positive_access rights
local_manager
PRINTER : *

TOKEN TYPE
DEF. AUTHORITY
VALUE

postive_access rights
local_manager

DEVICE : power_down

U2
H TOKEN TYPE
DEF. AUTHORITY
VALUE

access identity_ USER
Kerberosv's
tom@ORG.EDU

IDENTITY
access_id_ANYBOD
none

ACCESSRIGHTS
pos_access rights
local_manager
PRINTER:view_printer_capabilities

CONDITIONS

TOKEN TYPE
| | #3 | DEF. AUTHORITY
VALUE

time_day
local_manager
sat-sun

time_window | |

pacific_tzone
6AM-8PM

none

Let's consider arequest from user Tom who is connect-
ing from the ORG. EDU domain to print a document on the
printer psl2aat 7:30 PM.

When aclient process running on behalf of the user con-
tacts the Printer Manager with the request
tosubmi t _pri nt _j ob to printer psl2a, the Printer Man-
ager first calls gaa_get _obj ect _pol i cy_i nf o to ob-
tainahandleto the EACL of printer psl2a. Theupcall func-
tionfor retrieving the EACL for the specified object fromthe
Authorization Database system is passed to the GAA AP
andiscalledby gaa_get _obj ect _pol i cy_i nf o, which
returns the EACL handle.

The Printer Manager must place the principal’s authen-
ticated identity in the security context to pass into the
gaa_check_aut hori zati on function. This context
may be constructed according to thefirst or second scenario,
described in Section 8. If Tom is authenticated success-
fully, then verified identity credentials are placed into the
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security context, specifying Tom as the Kerberos principal
t om@RG. EDU.

Next, the Printer Manager callsthe
gaa_check_aut hori zati on function. In evaluating
the EACL, thefirst entry applies. It grantsthe requested op-
eration, but there are two conditionsthat must be evaluated.

Thefirst condition is generic and is evaluated directly by
the GAA API. Since, the request wasissued at 7:30 PM this
condition is satisfied. The second condition is specific. If
the security context defined a condition evaluation function
for upcall, then this function is invoked and if this condi-
tion is met then the final answer is YES (authorized) and
detailed answer contains an authorization expiration time :
8PM (assume that authentication credential has expiration
time 9PM), allowed operation subni t _pri nt j ob and
two conditions. Both conditions are marked as evaluated
and met. During the execution of the task the Printer Man-
ager is enforcing the limits imposed on the local resources
and authorization time.

If the corresponding upcall function wasnot passed to the
GAA API, the answer is MAYBE and the second conditionis
marked as not evaluated and must be checked by the Printer
Manager.

When additional credentials are needed, if the security
context defines a credential retrieval function for the upcall,
itisinvoked. If the requested credential isobtained, then the
final answer is YES. If the upcall function was not passed to
the GAA API, the answer is NO,

6 Integration with alternative authentication
mechanisms

Our model is designed for a system that spans multiple
administrative domains where each domain can impose its
own security policies. Itisstill necessary that acommon au-
thenti cation mechanism be supported between two commu-
nicating systems. The model we present enables the syntac-
tic specification of multiple authentication policies and the
unambiguousidentification of principalsin each, but it does
not trand ate between heterogeneous authentication mecha-
nisms.

We have integrated our distributed model for authoriza-
tion with the Prospero Resource Manager (PRM), a meta-
computing resource allocation system developed at USC.
PRM uses Kerberos [2] to achieve strong authentication.
PRM uses callsto the Asynchronous Reliable Delivery Pro-
tocol (ARDP) [16], a communication protocol which han-
dies a set of security services, such as authentication, in-
tegrity and payment. ARDP calls the Kerberos library
through a security API, requesting the principal’s authenti-
cation information.

In addition, we have integrated the framework with the
Globus Security Infrastructure (GSI), a component of the



Globus metacomputing Toolkit [18]. GSl is implemented
on top of the GSS-API which allowsthe integration of dif-
ferent underlying security mechanisms. Currently, GSI im-
plementation uses SSL authentication protocol with X.509
certificates.

Public key authentication requires consideration of the
trustworthiness of the certifying authorities for the purpose
of public key certification. Authentication is not based on
the public key alone, since anybody can issueavalid certifi-
cate.

Certificates can comprise a chain, where each certificate
(except the last one) isfollowed by a certificate of itsissuer.
Reliable authentication of a public key must be based on a
complete chain of certificates which starts at an end-entity
(e.g. user) certificate, includes zero or more Certification
Authorities (CA) certificates and ends at a self-signed root
certificate. A policy must be specified to validate the legiti-
macy of the received certificate chain and the authenticity of
the specified keys. Thefollowing isan exampleof an EACL
used for describing the Globus policy for what CAs are al-
lowed to sign which certificates. The Globus CA can sign
certificatesfor Globusor the Alliance. The Alliance CA can
sign certificates for the Alliance.

Token Type: accessid CA
Defi ni ng Aut hority: X509
Val ue: /C=USO=Globus/CN=Globus CA

Token Type: pos.access rights
Defi ni ng Aut hority: globus
Val ue: CA:sign

Token Type: cond_subjects
Def i ni ng Aut hority: globus
Val ue: /C=us/O=Globus* /C=us/O=Alliance/*

7 Groupsand Roles

A group isa convenient method to associate aname with
aset of subjects and to use this group name for access con-
trol purposes. Thekind of subject (individual user, host, ap-
plication or other group) composing the group is opaque to
the authorization mechanism. A group server issues group
membership and non-membership certificates.

In general, a principal may be a member of several
groups. By default, a principal operates with the union of
privileges of all groupsto which it belongs, aswell asall of
hisindividual privileges.

Some applications adopt role-based access control. The
concept of roles is not consistent across different systems.
Severa definitions of roles are present in the literature. In
general, arole is named collection of privileges needed to
perform specific tasks in the system. Role properties[4] in-
clude:
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e A user can be amember of several roles

¢ Role can be activated and deactivated by users at their
discretion.

Authorizationsgivento aroleare applicable only when
that roleis activated.

There may be various constraints placed on the use of
roles, e.g. auser can activate just one role at atime.

Shandu et. al. [10] view roles asa policy and groups as
a mechanism for role implementation. We adopt this point
of view. In our framework we implement different flavors
of roles using the notion of group and a set of restrictionson
granted privileges. Consider arole-based policy, which as-
signs users: Tom, Joe, and Ken role Bank _Tel | er. This
role allows a legitimate user to perform deposit and with-
draw operations on objects account_1 and account_2. This
policy may be easily expressed by our EACL framework:

1. Group Bank_Tel | er is defined which will include
Tom, Joe, and Ken

2. The EACLs for objects account_1 and account_2 will
contain the following entry:

Token Type: accessid GROUP
Def i ni ng Aut hority: X.509
Val ue: /C=US/O=Globus/CN=Bank Teller

Token Type: posaccess rights
Def i ni ng Aut hority: pasific coast bank
Val ue: ACCOUNT:deposit,withdraw

In expressing role-based policy using groups, theissue of
constraints on role activation and use should be addressed.

8 Clark-Wilson

The Clark-Wilson model [12] was developed to address
security issues in commercial environments. The model
usestwo categoriesof mechanismsto realizeintegrity: well-
formed transactions and separation of duty.

Our framework is designed to handle the Clark-Wilson
integrity model. A possible way to represent a constraint
that only certain trusted programs can modify objects is
using appl i cati on: checksum condition, where the
checksum ensures authenticity of the application. An-
other way isusing appl i cati on: endor ser condition,
which indicatesthat avalid certificate, stating that the appli-
cation has been endorsed by the specified endorser, must be
presented.

Static separation of duty is enforced by the security ad-
ministrator when assigning group membership. Dynamic



separation of duty enforces control over how permissions
are used at the accesstime [6]. Here are examples of EACL
conditions specific to the Dynamic separation of duty:

e privilege:restricted Makes subject operate
with the privilege of only one group at atime.

e privil ege: set _of groups Makes subject oper-
atewith the privilege of only specified groupsat atime.

e endorsenent : | i st _of endorsers
Concurrence of several subjects to perform some op-
eration.

9 Lattice-based Policies

Our framework allows incorporation of Mandatory Con-
fidentiality [14], Mandatory Integrity [15] models and their
combination.

Mandatory policies govern access on the basis of classi-
fication of subjects and objects in the system. Objects and
subjects are assigned security labels:

1. Confidentiality labels, e.g. Top_Secret/NASA, Sensi-
tive/Department2

2. Integrity labels, e.g. High_integrity, Low_integrity

3. Single security labels for both confidentiality and in-
tegrity, e.g. Top_Secret/NASA, Unclassified. Assume
that the first label denotes high integrity level, whereas
the second one denotes low integrity level.

To prove eligibility to access an object, a subject has to
present avalid credential, stating subject’s security label.

All access rights are divided into read-class and write-
class. Appropriate rules are applied to each class.

Generic conditions for read-class accessrights:

a) conf _read_equal : cofidentiality.label

This condition specifies that a subject, wishing to get
read-class accessto the object hasto have security clearance
equal to the one, specified in the cofidentiality label field.

b) conf _read_bel ow. cofidentiality.l abel

This condition is used to enforcer ead down
mandatory confidentiality rule. It specifies that a sub-
ject, wishing to get read-class access to the object has to
have security clearance no less the one, specified in the
cofidentiality.label fied.

c)i ntegr readequal :integrity.l abel

This condition specifies that a subject, wishing to get
read-class accessto the object has to have security clearance
equal to theone, specifiedinthei nt egri ty_l abel field.

d)i nt egr .read_above:integrity.l abel

This condition is used to enforcer ead up mandatory
integrity rule. 1t specifiesthat a subject, wishing to get read-
classaccessto the object hasto have integrity clearanceless
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or equa to the one, specified in thei ntegri ty_| abel
field.

Similarly we define generic conditions for write-class
access rights. Assume file doc.txt has classification
Sensitive/Departmenl and integrity label Medium, then
EACL for thisfile can be specified as:

IDENTITY
access_id_ANIBOD!'
none

ACCESSRIGHTS|
pos_access rights
system_manager
FILE : write
pos_access rights
system_manager
FILE: read

CONDITIONS
conf_write_above
system_manager
Sensitive/Deprtl
conf_read_below
system_manager
Sensitive/Deprtl

TOKEN TYPE
#1| DEF. AUTHORITY
VALUE

integr_write_below
system_manager
Medium

none

Table 3.

Note that in the example above, everybody in the dis-
tributed system can get read or write access to the file if
avalid credential stating the appropriate security label at-
tribute is presented. This poses a requirement that security
label sbe uniqueacrossdifferent security domains. Thismay
not be easily satisfied.

A possibleway to restrict the scope of security labelsto a
particular administrative domain is to specify an additional
condition such as location.

10 Conclusions

In this paper we presented a generic authorization mech-
anism that supports a variety of security mechanisms based
on public or secret key cryptography. The mechanism is
extensible across multiple applications supporting different
operations and different kinds of protected objects. Alter-
native implementations may be chosen for underling secu-
rity services that support the API. By extending the tradi-
tional ACLs and capabilities with conditions on authorized
rights we are able to support a flexible distributed autho-
rization mechanism, allowing applications and users to de-
fine their own access control policies either independently
or in conjunction with centralized authorization and group
servers. The problem of policy translation is addressed by
using generic or application-specific evaluation functions.
Weare going to investigate the request and eval uation of ad-
ditional credentials. The assumption that all relevant cre-
dentials are passed for evaluation contradicts privacy re-
quirements. It might not be alwaysdesirableto reveal group
membership and principal attributes up front. We have inte-
grated our model with several applications.

11 Appendix

We use the Backus-Naur Form to denote the el ements of
our policy language. Square brackets,[ ], denote optional
itemsand curly brackets, {}, surround items that can repeat



zeroor moretimes. A vertical line, | , separatesalternatives.

Itemsinside double quotes are the terminal symbols.

An EACL is specified according to the following format:

eacl ::= {eacl_entry}

eacl _entry ::=
access.id {accessid} pos_access_rights {condition}
{pos_access_rights {condition} } |
access.id {accessid} neg_access rights

accessid =
access_id_type def_authority value

accessid_type ::=
" accessid_HOST” |
"accessid_USER” |
"accessid_GROUP” |
"accessid_CA” |
"accessid_APPLICATION" |
"accessid_ANYBODY”

A capability isdefined according to thefollowing format:

capability ::=
grantor_id pos_access.rights {condition}
{pos_access_rights {condiction} }

grantor_id ::=
grantor_id_type def_authority value

grantor_id_type ::=
"grantor_id_ HOST"” |
"grantor_id_USER” |
"grantor_.id_GROUP” |
"grantor_id_CA” |
"grantor_id_APPLICATION" |
"grantor_id ANYBODY"”

pos_access_rights ::=
" pos_access_rights’ def _authority value
{"pos_access.rights” def_authority value}

neg-access.rights::=
"neg_access_rights’ def_authority value
{"neg_access_rights’ def _authority value}

condition ::=
condition_type def _authority value

condition_type ::= a phanumeric_string
def_authority ::= alphanumeric_string

value ::= alphanumeric_string
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